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Purpose
This policy states what [Organization name] requires for Information Security and Privacy, and who is accountable for meeting those requirements. (XX-1a.1(a))
Scope
This policy applies at the [Select one or more: organization-level; mission/business process-level; system-level. Typical: organization-level] to every system that [Organization name] owns or operates, or that is operated on its behalf, and to every person with access to those systems, including employees, contractors and partners. (XX-1a.1(a))
Control families
This policy is the policy of each control family below, in place of separate family policies. Its shared sections meet the first control of each family, the -1 control, which asks for a policy and procedures; a reference such as (XX-1a.1(a)) cites that item of the -1 control of every family below. PM-1 asks for different elements, so the Program Management part opens with its own statements for it. Each family’s statements are in its own part under Policy statements.
	Family
	Policy control
	Accountable role

	Access Control (AC)
	AC-1
	[Chief Information Security Officer]

	Awareness and Training (AT)
	AT-1
	[Chief Information Security Officer]

	Audit and Accountability (AU)
	AU-1
	[Chief Information Security Officer]

	Assessment, Authorization, and Monitoring (CA)
	CA-1
	[Chief Information Security Officer]

	Configuration Management (CM)
	CM-1
	[Chief Information Security Officer]

	Contingency Planning (CP)
	CP-1
	[Chief Information Security Officer]

	Identification and Authentication (IA)
	IA-1
	[Chief Information Security Officer]

	Incident Response (IR)
	IR-1
	[Chief Information Security Officer]

	Maintenance (MA)
	MA-1
	[Chief Information Security Officer]

	Media Protection (MP)
	MP-1
	[Chief Information Security Officer]

	Physical and Environmental Protection (PE)
	PE-1
	[Facilities manager]

	Planning (PL)
	PL-1
	[Chief Information Security Officer]

	Program Management (PM)
	PM-1
	[Chief Information Security Officer]

	Personnel Security (PS)
	PS-1
	[Chief Information Security Officer]

	Risk Assessment (RA)
	RA-1
	[Chief Information Security Officer]

	System and Services Acquisition (SA)
	SA-1
	[Chief Information Security Officer]

	System and Communications Protection (SC)
	SC-1
	[Chief Information Security Officer]

	System and Information Integrity (SI)
	SI-1
	[Chief Information Security Officer]

	Supply Chain Risk Management (SR)
	SR-1
	[Chief Information Security Officer]


· Where the table names a role other than the [Chief Information Security Officer] for a family, that role shall be accountable for the family’s part of this policy and shall approve exceptions to it, in coordination with the [Chief Information Security Officer]. (XX-1a.1(a))
Roles and responsibilities
· The [Chief Information Security Officer] is accountable for this policy and shall approve exceptions to it. (XX-1a.1(a))
· The [Fill in: an official to manage the information security and privacy policy and procedures. Typical: Chief Information Security Officer] shall manage the development, documentation and dissemination of this policy and its procedures. (XX-1b)
· Each [System owner] shall implement this policy for their system and document how in the system security plan. (XX-1a.1(a))
· Each person within scope shall follow this policy and report suspected violations to the [Chief Information Security Officer]. (XX-1a.1(a))
Management commitment
The [Senior leader] approves this policy and shall provide the resources needed to implement it. (XX-1a.1(a))
Coordination
The [Chief Information Security Officer] shall coordinate this policy with the legal, privacy, human resources and procurement functions, and with the owners of related policies, before each approval. (XX-1a.1(a))
Compliance
· This policy shall be consistent with the laws, executive orders, directives, regulations, policies, standards and guidelines that apply to [Organization name], including [Fill in: laws, regulations and standards that apply to the organization]. (XX-1a.1(b))
· The [Chief Information Security Officer] shall review compliance with this policy through the organization’s assessment and continuous monitoring activities. (XX-1a.1(a))
· An exception to this policy shall be requested in writing, approved by the [Chief Information Security Officer], time-limited and recorded with its compensating measures. (XX-1a.1(a))
· Violations of this policy shall be handled through the organization’s sanctions process. (XX-1a.1(a))
Procedures
The [Fill in: an official to manage the information security and privacy policy and procedures. Typical: Chief Information Security Officer] shall ensure that documented procedures exist to implement this policy and its associated controls. (XX-1a.2)
Dissemination
· The [Fill in: an official to manage the information security and privacy policy and procedures. Typical: Chief Information Security Officer] shall disseminate this policy to [Fill in: personnel or roles to whom the information security and privacy policy is to be disseminated. Typical: everyone within its scope, through the policy library]. (XX-1a)
· The [Fill in: an official to manage the information security and privacy policy and procedures. Typical: Chief Information Security Officer] shall disseminate the procedures that implement this policy to [Fill in: personnel or roles to whom the information security and privacy procedures are to be disseminated. Typical: the people who carry them out, and the system owners]. (XX-1a)
Policy statements
Access Control (AC)
Account management (AC-2)
· The [System owner] shall define and document, for each system, the account types allowed and the account types prohibited. (AC-2a)
· The [System owner] shall assign one or more account managers for each system. (AC-2b)
· The [Account manager] shall require [Fill in: prerequisites and criteria for group and role membership. Typical: a completed access request, a signed access agreement and completed security awareness training] before granting group or role membership. (AC-2c)
· The [Account manager] shall record, for each account, the authorized user, group and role membership, access authorizations and [Fill in: attributes (as required) for each account. Typical: an expiration date for temporary accounts, and time-of-day or location restrictions where the system supports them]. (AC-2d)
· The [Account manager] shall create an account only after approval by [Fill in: personnel or roles required to approve requests to create accounts. Typical: the user’s supervisor, plus the system owner or data owner for privileged roles]. (AC-2e)
· The [Account manager] shall create, enable, modify, disable and remove accounts in accordance with this policy and the account management procedure. (AC-2f)
· The [Account manager] shall monitor the use of accounts for activity that does not match the account’s type or authorization. (AC-2g)
· The [Supervisor] shall notify the account manager and [Fill in: personnel or roles to be notified. Typical: the system owner and the system security officer] within [Fill in: time period within which to notify account managers when accounts are no longer required. Typical: 5 business days] when a user’s account is no longer required. (AC-2h.1)
· The [Human resources office] shall notify the account manager and [Fill in: personnel or roles to be notified. Typical: the system owner and the system security officer] within [Fill in: time period within which to notify account managers when users are terminated or transferred. Typical: 24 hours, or the same day for privileged users] when a user is terminated or transferred. (AC-2h.2)
· The [Supervisor] shall notify the account manager and [Fill in: personnel or roles to be notified. Typical: the system owner and the system security officer] within [Fill in: time period within which to notify account managers when system usage or the need to know changes for an individual. Typical: 5 business days] when a user’s system usage or need to know changes. (AC-2h.3)
· The [Account manager] shall authorize access only on the basis of a valid access authorization, the intended system usage and [Fill in: attributes needed to authorize system access (as required). Typical: time-of-day, day-of-week or network location restrictions, where needed]. (AC-2i)
· The [System owner] shall review all accounts on the system for compliance with this policy [Fill in: the frequency of account review. Typical: quarterly for privileged accounts and at least annually for all other accounts]. (AC-2j)
· The [Account manager] shall disable or remove each account the review finds is no longer authorized. (AC-2j)
· The [Account manager] shall change the authenticators of a shared or group account when an individual is removed from the group. (AC-2k)
· The [Chief Information Security Officer] shall ensure account management processes are aligned with personnel termination and transfer processes. (AC-2l)
Access enforcement (AC-3)
· The [System owner] shall ensure the system enforces approved authorizations for logical access to information and system resources in accordance with this policy. (AC-3)
Unsuccessful logon attempts (AC-7)
· The [System owner] shall ensure the system enforces a limit of [Fill in: the number of consecutive invalid logon attempts by a user allowed during a time period. Typical: 3] consecutive invalid logon attempts by a user during [Fill in: the time period to which the number of consecutive invalid logon attempts by a user is limited. Typical: 15 minutes]. (AC-7a)
· The [System owner] shall ensure the system automatically takes the following action when the limit is exceeded: [Select one or more: lock the account or node for [Assignment: organization-defined time period]; lock the account or node until released by an administrator; delay next logon prompt per [Assignment: organization-defined delay algorithm]; notify system administrator; take other [Assignment: organization-defined action]. Typical: lock the account or node for 30 minutes, or until released by an administrator for privileged accounts]. (AC-7b)
System use notification (AC-8)
· The [System owner] shall ensure the system displays [Fill in: system use notification message or banner to be displayed by the system to users before granting access to the system. Typical: the organization’s approved logon banner] to users before granting access. (AC-8a)
· The notice shall state that system usage may be monitored, recorded and subject to audit; that unauthorized use of the system is prohibited; and that use of the system indicates consent to monitoring and recording. (AC-8a)
· The [System owner] shall ensure the notice remains on the screen until users acknowledge the usage conditions and take explicit action to log on to or further access the system. (AC-8b)
· For publicly accessible systems, the [System owner] shall ensure the system displays system use information [Fill in: conditions for system use to be displayed by the system before granting further access. Typical: on the landing page, before users submit any information], before granting further access. (AC-8c.1)
· For publicly accessible systems, the [System owner] shall ensure any references to monitoring, recording or auditing are consistent with the privacy accommodations for such systems. (AC-8c.2)
· For publicly accessible systems, the [System owner] shall ensure the notice describes the authorized uses of the system. (AC-8c.3)
Federal systems
SP 800-53 Rev. 5 AC-8a requires the notice on federal systems to state two more things (AC-8).
· The notice shall state that users are accessing a U.S. Government system. (AC-8a.1)
· The notice shall state that unauthorized use of the system is subject to criminal and civil penalties. (AC-8a.3)
Permitted actions without identification or authentication (AC-14)
· The [System owner] shall identify [Fill in: user actions that can be performed on the system without identification or authentication. Typical: viewing public web pages and the logon page] as the only user actions that can be performed on the system without identification or authentication. (AC-14a)
· The [System owner] shall document those actions, with the supporting rationale, in the system security plan. (AC-14b)
Remote access (AC-17)
· The [Chief Information Security Officer] shall establish and document usage restrictions, configuration and connection requirements, and implementation guidance for each type of remote access allowed. (AC-17a)
· The [System owner] shall authorize each type of remote access to the system before allowing such connections. (AC-17b)
Wireless access (AC-18)
· The [Chief Information Security Officer] shall establish configuration requirements, connection requirements and implementation guidance for each type of wireless access. (AC-18a)
· The [System owner] shall authorize each type of wireless access to the system before allowing such connections. (AC-18b)
Access control for mobile devices (AC-19)
· The [Chief Information Security Officer] shall establish configuration requirements, connection requirements and implementation guidance for organization-controlled mobile devices, including when devices are outside controlled areas. (AC-19a)
· The [System owner] shall authorize the connection of mobile devices to the system. (AC-19b)
Use of external systems (AC-20)
· Before authorized individuals access the system from an external system, or process, store or transmit organization-controlled information on one, the [Chief Information Security Officer] shall [Select one or more: establish [Assignment: organization-defined terms and conditions]; identify [Assignment: organization-defined controls asserted]. Typical: establish terms and conditions in a signed agreement with the organization that owns the external system], consistent with the trust relationship with the organization that owns, operates or maintains the external system. (AC-20a)
· Users shall not use [Fill in: types of external systems prohibited from use. Typical: personally owned devices that the organization does not manage, and public or shared computers] to access the system or to process, store or transmit organization-controlled information. (AC-20b)
Publicly accessible content (AC-22)
· The [System owner] shall designate the individuals authorized to make information publicly accessible. (AC-22a)
· The [System owner] shall ensure those individuals are trained to keep nonpublic information out of publicly accessible content. (AC-22b)
· The designated individuals shall review proposed content for nonpublic information before posting it on the publicly accessible system. (AC-22c)
· The designated individuals shall review the content on the publicly accessible system for nonpublic information [Fill in: the frequency at which to review the content on the publicly accessible system for non-public information. Typical: quarterly]. (AC-22d)
· The designated individuals shall remove nonpublic information when a review discovers it. (AC-22d)
Awareness and Training (AT)
Literacy training and awareness (AT-2)
· The [Chief Information Security Officer] shall provide security literacy training to all system users, including managers, senior executives and contractors, as part of initial training before they are given access, and [Fill in: the frequency at which to provide security literacy training to system users (including managers, senior executives, and contractors) after initial training. Typical: annually] thereafter. (AT-2a.1)
· The [Senior privacy official] shall provide privacy literacy training to all system users, including managers, senior executives and contractors, as part of initial training before they are given access, and [Fill in: the frequency at which to provide privacy literacy training to system users (including managers, senior executives, and contractors) after initial training. Typical: annually] thereafter. (AT-2a.1)
· The [Chief Information Security Officer] shall provide security literacy training when system changes require it, and following [Fill in: events that require security literacy training for system users. Typical: a significant system change, or an incident caused by user error]. (AT-2a.2)
· The [Senior privacy official] shall provide privacy literacy training when system changes require it, and following [Fill in: events that require privacy literacy training for system users. Typical: a significant change in how the organization processes personally identifiable information, or a privacy breach]. (AT-2a.2)
· The [Chief Information Security Officer] shall increase users’ security and privacy awareness through [Fill in: techniques to be employed to increase the security and privacy awareness of system users. Typical: phishing simulations, short awareness messages and posters]. (AT-2b)
· The [Chief Information Security Officer] shall update literacy training and awareness content [Fill in: the frequency at which to update literacy training and awareness content. Typical: annually] and following [Fill in: events that would require literacy training and awareness content to be updated. Typical: a significant incident, or a significant change in threats]. (AT-2c)
· The [Chief Information Security Officer] shall incorporate lessons learned from internal and external security incidents and breaches into literacy training and awareness techniques. (AT-2d)
Federal systems
5 CFR 930.301 (OPM) requires that all users of federal information systems be exposed to security awareness materials at least annually, and that new employees receive awareness material before they are allowed access. 44 U.S.C. § 3554(b)(4) requires security awareness training for personnel, including contractors and other users. OMB Circular A-130 (July 28, 2016), Appendix II, section 5.g, requires mandatory agency-wide privacy awareness and training for all employees and contractors. Checked September 2026.
· The [Chief Information Security Officer] shall give new employees security awareness material before they are allowed access to federal information systems. (AT-2a.1)
· The [Chief Information Security Officer] shall expose every user of federal information systems, including contractors, to security awareness materials at least annually. (AT-2a.1)
· The [Senior privacy official] shall maintain mandatory privacy awareness and training for all employees and contractors, as OMB Circular A-130 Appendix II requires. (AT-2a.1)
Insider threat (AT-2(2))
· The [Chief Information Security Officer] shall include in literacy training how to recognize and report potential indicators of insider threat. (AT-2(2))
Role-based training (AT-3)
· The [Chief Information Security Officer] shall provide role-based security training to personnel with these roles and responsibilities: [Fill in: roles and responsibilities for role-based security training. Typical: system administrators, developers, security staff, incident responders, system owners and authorizing officials]. (AT-3a)
· The [Senior privacy official] shall provide role-based privacy training to personnel with these roles and responsibilities: [Fill in: roles and responsibilities for role-based privacy training. Typical: staff who handle personally identifiable information as part of their duties, the privacy office, and owners of systems that process it]. (AT-3a)
· Role-based training shall be completed before the person is authorized to access the system or information, or to perform the assigned duties, and [Fill in: the frequency at which to provide role-based security and privacy training to assigned personnel after initial training. Typical: annually] thereafter. (AT-3a.1)
· Role-based training shall also be provided when system changes require it. (AT-3a.2)
· The [Chief Information Security Officer] and the [Senior privacy official] shall update role-based training content [Fill in: the frequency at which to update role-based training content. Typical: annually] and following [Fill in: events that require role-based training content to be updated. Typical: a significant incident, a change in a role’s tools or duties, or a new legal or policy requirement]. (AT-3b)
· The [Chief Information Security Officer] and the [Senior privacy official] shall incorporate lessons learned from internal and external security incidents and breaches into role-based training. (AT-3c)
Federal systems
5 CFR 930.301 (OPM) requires agencies to identify employees with significant information security responsibilities and give them role-specific training in accordance with NIST standards and guidance; refresher training as often as the agency determines necessary, based on the sensitivity of the information; and training when the system environment or procedures change significantly, or when an employee enters a position that needs more role-specific training. OMB Circular A-130, Appendix II, section 5.g, requires role-based privacy training, before access or assigned duties, for employees and contractors with privacy roles, including managers. Checked September 2026.
· The [Chief Information Security Officer] shall identify employees with significant information security responsibilities and give them role-specific training in accordance with NIST standards and guidance. (AT-3a)
· The [Chief Information Security Officer] shall provide role-specific training when an employee enters a position that requires more of it, and when the system environment or procedures change significantly. (AT-3a.2)
· The [Senior privacy official] shall provide role-based privacy training to employees and contractors with privacy roles, including managers, before they are authorized to access federal information or systems or to perform their duties. (AT-3a.1)
Training records (AT-4)
· The [Chief Information Security Officer] shall document security and privacy training activities, including literacy training, awareness activities and role-based training, for each person. (AT-4a)
· The [Chief Information Security Officer] shall monitor training records for training that is overdue, and report overdue training to the person’s supervisor. (AT-4a)
· The [Chief Information Security Officer] shall retain individual training records for [Fill in: time period for retaining individual training records. Typical: 3 years after completion, or longer where a law, the records retention schedule or a business need requires it]. (AT-4b)
Federal systems
The NARA General Records Schedule 2.6, Employee Training Records (Transmittal 35, May 2024), item 030, covers individual employee training records: “Destroy when superseded, 3 years old, or 1 year after separation, whichever comes first, but longer retention is authorized if required for business use.” Checked September 2026.
· The [Chief Information Security Officer] shall retain and dispose of individual training records as GRS 2.6 item 030, or the agency’s own approved records schedule, requires. (AT-4b)
Audit and Accountability (AU)
Event logging (AU-2)
· The [System owner] shall identify [Fill in: the event types that the system is capable of logging in support of the audit function. Typical: logons and logoffs, account and privilege changes, use of privileged functions, access to security-relevant files, configuration changes, and security tool events] as the event types the system is capable of logging in support of the audit function. (AU-2a)
· The [Chief Information Security Officer] shall coordinate the event logging function with the other organizational entities that need audit-related information, to inform which events are logged. (AU-2b)
· The [System owner] shall specify [Fill in: event types (subset of the event types defined in AU-2a.) along with the frequency of (or situation requiring) logging for each identified event type. Typical: the event types listed in the audit logging standard, each logged whenever it occurs] for logging within the system. (AU-2c)
· The [System owner] shall document why the event types selected for logging are adequate to support after-the-fact investigation of incidents. (AU-2d)
· The [System owner] shall review and update the event types selected for logging [Fill in: the frequency of event types selected for logging are reviewed and updated. Typical: annually and after a significant incident or system change]. (AU-2e)
Content of audit records (AU-3)
· The [System owner] shall ensure audit records establish what type of event occurred, when and where it occurred, its source, its outcome, and the identity of any individuals, subjects or objects associated with it. (AU-3)
Audit log storage capacity (AU-4)
· The [System owner] shall allocate audit log storage capacity to accommodate [Fill in: audit log retention requirements. Typical: the retention period set under AU-11, with room for a year of growth]. (AU-4)
Response to audit logging process failures (AU-5)
· The [System owner] shall ensure the system alerts [Fill in: personnel or roles receiving audit logging process failure alerts. Typical: the system administrators and the security operations team] within [Fill in: time period for personnel or roles receiving audit logging process failure alerts. Typical: 1 hour] of an audit logging process failure. (AU-5a)
· When an audit logging process fails, the [System owner] shall [Fill in: additional actions to be taken in the event of an audit logging process failure. Typical: restore logging and record the gap in the audit trail; for high-impact systems, stop processing that cannot be logged]. (AU-5b)
Audit record review, analysis and reporting (AU-6)
· The [Security operations team] shall review and analyze system audit records [Fill in: frequency at which system audit records are reviewed and analyzed. Typical: continuously through automated alerting, with a documented manual review at least weekly] for indications of [Fill in: inappropriate or unusual activity. Typical: the activity listed in the log review procedure, such as repeated failed logons, privilege escalation and access outside normal patterns] and its potential impact. (AU-6a)
· The [Security operations team] shall report findings to [Fill in: personnel or roles to receive findings from reviews and analyses of system records. Typical: the system owner and the incident response team]. (AU-6b)
· The [Security operations team] shall adjust the level of audit record review, analysis and reporting when law enforcement information, intelligence information or other credible sources indicate a change in risk. (AU-6c)
Time stamps (AU-8)
· The [System owner] shall ensure the system uses internal system clocks to generate time stamps for audit records. (AU-8a)
· The [System owner] shall ensure audit record time stamps meet a granularity of [Fill in: granularity of time measurement for audit record timestamps. Typical: one second or finer] and use Coordinated Universal Time, a fixed offset from it, or include the local offset in the time stamp. (AU-8b)
Protection of audit information (AU-9)
· The [System owner] shall protect audit information and audit logging tools from unauthorized access, modification and deletion. (AU-9a)
· The [System owner] shall ensure [Fill in: personnel or roles to be alerted upon detection of unauthorized access, modification, or deletion of audit information. Typical: the security operations team and the system owner] are alerted when unauthorized access, modification or deletion of audit information is detected. (AU-9b)
Audit record retention (AU-11)
· The [System owner] shall retain audit records for [Fill in: a time period to retain audit records that is consistent with the records retention policy. Typical: at least one year, or longer where the records retention schedule or a law requires it] to support after-the-fact investigation of incidents and to meet regulatory and organizational retention requirements. (AU-11)
Federal systems
OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats (May 22, 2026), rescinded OMB M-21-31. Its Appendix B requires retained logs to be actively searchable for at least 6 months after creation and retrievable for a year after creation, and notes that meeting these minimums does not relieve agencies of other requirements, such as those set by agency-specific or government-wide records schedules. It does not apply to national security systems. As of September 2026.
· The [System owner] shall keep audit records actively searchable for at least 6 months after creation, and retrievable for at least one year after creation, as OMB M-26-14 requires. (AU-11)
Audit record generation (AU-12)
· The [System owner] shall ensure [Fill in: system components that provide an audit record generation capability for the events types. Typical: all servers, network devices, security tools, databases and applications in the system boundary] provide an audit record generation capability for the event types identified under AU-2a. (AU-12a)
· The [System owner] shall allow only [Fill in: personnel or roles allowed to select the event types that are to be logged by specific components of the system. Typical: the system administrators, with the security operations team approving changes] to select the event types logged by specific components of the system. (AU-12b)
· The [System owner] shall ensure the system generates audit records for the event types specified under AU-2c, with the content required by AU-3. (AU-12c)
Assessment, Authorization, and Monitoring (CA)
Control assessments (CA-2)
· The [Chief Information Security Officer] shall select, for each assessment, an assessor or assessment team with the skills and technical knowledge the type of assessment and the system’s technologies call for. (CA-2a)
· The assessor shall develop an assessment plan that names the controls and control enhancements under assessment. (CA-2b.1)
· The assessment plan shall describe the assessment procedures used to determine control effectiveness. (CA-2b.2)
· The assessment plan shall describe the assessment environment, the assessment team, and the assessment roles and responsibilities. (CA-2b.3)
· The [System owner] shall obtain the review and approval of the assessment plan by the authorizing official or the authorizing official’s designated representative before the assessment begins. (CA-2c)
· The assessor shall assess the controls in the system and its environment of operation before the system’s initial authorization, and [Fill in: the frequency at which to assess controls in the system and its environment of operation. Typical: annually for a subset of controls set by the system’s continuous monitoring strategy, so every control is assessed at least every three years and within the authorization period] after it, to determine whether the controls are implemented correctly, operating as intended and producing the desired outcome with respect to the system’s security and privacy requirements. (CA-2d)
· The assessor shall produce an assessment report that documents the results of the assessment, including whether each control assessed is satisfied or other than satisfied, and the evidence for each result. (CA-2e)
· The assessor shall provide the results of each control assessment to [Fill in: individuals or roles to whom control assessment results are to be provided. Typical: the authorizing official, the system owner and the Chief Information Security Officer]. (CA-2f)
· For a system that processes personally identifiable information, the assessor shall also provide the results of the privacy control assessment to the [Senior privacy official]. (CA-2f)
Federal systems
The Federal Information Security Modernization Act requires each agency’s information security program to include periodic testing and evaluation of the effectiveness of its information security policies, procedures and practices, “to be performed with a frequency depending on risk, but no less than annually”, including testing of the management, operational and technical controls of every information system in the agency’s inventory, and using automated tools (44 U.S.C. § 3554(b)(5)). OMB Circular A-130, Appendix I, section 4.c(13) and (14), requires agencies to conduct and document assessments of all selected and implemented security and privacy controls, before a system operates and periodically thereafter, at the frequency the agency’s information security continuous monitoring and privacy continuous monitoring strategies set. As of September 2026.
· The [Chief Information Security Officer] shall ensure the controls of every system in the agency’s system inventory are tested and evaluated at a frequency that depends on risk, and no less than annually, using automated tools where they apply, as 44 U.S.C. § 3554(b)(5) requires. (CA-2d)
· The [Chief Information Security Officer] shall ensure the assessment frequency set under CA-2d is consistent with the agency’s information security continuous monitoring and privacy continuous monitoring strategies and its risk tolerance, as OMB Circular A-130, Appendix I, section 4.c(14), requires. (CA-2d)
Information exchange (CA-3)
· The authorizing official shall approve each exchange of information between the system and another system before the exchange begins. (CA-3a)
· The [System owner] shall manage each exchange of information between the system and other systems using [Select one or more: interconnection security agreements; information exchange security agreements; memoranda of understanding or agreement; service level agreements; user agreements; non-disclosure agreements; [Assignment: organization-defined type of agreement]. Typical: interconnection security agreements or information exchange security agreements, and service level agreements or contract terms with the same content for external services]. (CA-3a)
· The [System owner] shall record each exchange and the agreement that approves it in the system security plan. (CA-3a)
· Each exchange agreement shall document the interface characteristics, the security and privacy requirements, the controls and the responsibilities for each system, and the impact level of the information communicated. (CA-3b)
· The [System owner] shall review and update each exchange agreement [Fill in: the frequency at which to review and update agreements. Typical: at least annually, and when either system makes a significant change that affects the exchange]. (CA-3c)
· The [System owner] shall end an exchange, and close its agreement, when it is no longer needed or when the other party no longer meets the agreement’s security and privacy requirements. (CA-3a)
Federal systems
OMB Circular A-130, Appendix I, section 4.c(16), requires agencies to obtain approval from the authorizing official for connections from an information system, as defined by its authorization boundary, to other information systems, based on the risk to the agency’s operations and assets, individuals, other organizations and the Nation. Section 4.j(2)(f) requires agreements, such as memoranda of understanding, interconnection security agreements or contracts, for interfaces between agency-owned or operated systems and information systems that contractors or other entities use or operate on behalf of the Federal Government. As of September 2026.
· The authorizing official shall base the approval of each connection to another system on the risk to agency operations and assets, individuals, other organizations and the Nation, as OMB Circular A-130, Appendix I, section 4.c(16), requires. (CA-3a)
· The [System owner] shall ensure a written agreement is in place for each interface between the system and a system that a contractor or other entity uses or operates on behalf of the agency, as OMB Circular A-130, Appendix I, section 4.j(2)(f), requires. (CA-3a)
Plan of action and milestones (CA-5)
· The [System owner] shall develop a plan of action and milestones for the system that documents the planned remediation actions to correct weaknesses or deficiencies noted during control assessments and to reduce or eliminate known vulnerabilities in the system. (CA-5a)
· Each item in the plan of action and milestones shall record the weakness and its source, the responsible person or team, the resources required, the milestones and the scheduled completion date. (CA-5a)
· The [System owner] shall update the plan of action and milestones [Fill in: the frequency at which to update an existing plan of action and milestones based on the findings from control assessments, independent audits or reviews, and continuous monitoring activities. Typical: at least monthly, and whenever an assessment, audit, scan or monitoring activity finds a new weakness], based on the findings from control assessments, independent audits or reviews, and continuous monitoring activities. (CA-5b)
· The [System owner] shall record the reason for each change to a scheduled completion date, and close an item only with evidence that the weakness is corrected. (CA-5b)
· The [Chief Information Security Officer] shall review items past their scheduled completion date each month, and report them to the authorizing official. (CA-5b)
Federal systems
The Federal Information Security Modernization Act requires each agency’s information security program to include “a process for planning, implementing, evaluating, and documenting remedial action to address any deficiencies in the information security policies, procedures, and practices of the agency” (44 U.S.C. § 3554(b)(6)). OMB Circular A-130, Appendix I, section 4.c(15), requires agencies to use POA&Ms to record and manage the mitigation and remediation of identified weaknesses and deficiencies not associated with accepted risks, and to make them available to OMB, DHS, inspectors general and the U.S. Government Accountability Office on request. Section 4.k requires agencies to correct deficiencies identified through assessments, continuous monitoring and audits, and to track and manage their remediation through the POA&M process, with material deficiencies also reported in the annual Federal Managers Financial Integrity Act report. As of September 2026.
· The [System owner] shall record in the plan of action and milestones each weakness and deficiency not associated with an accepted risk, including those found by OMB reviews and internal or external audits, as OMB Circular A-130, Appendix I, sections 4.c(15) and 4.k, requires. (CA-5a)
· The [Chief Information Security Officer] shall make plans of action and milestones available to OMB, DHS, the inspector general and the U.S. Government Accountability Office on request, as OMB Circular A-130, Appendix I, section 4.c(15), requires. (CA-5b)
Authorization (CA-6)
· The [Senior leader] shall assign a senior official, with budget or mission responsibility for the system, as the authorizing official for the system. (CA-6a)
· The [Senior leader] shall assign a senior official as the authorizing official for the common controls available for inheritance by organizational systems. (CA-6b)
· The [System owner] shall ensure that, before the system begins operating, the authorizing official for the system accepts the use of the common controls the system inherits. (CA-6c.1)
· The [System owner] shall ensure that the authorizing official authorizes the system to operate, based on the authorization package, before the system begins operating. (CA-6c.2)
· The authorizing official’s decision shall be recorded in a signed authorization decision document that states the decision, any terms and conditions, and the authorization termination date or that the system is under ongoing authorization. (CA-6c.2)
· The [Chief Information Security Officer] shall ensure that the authorizing official for common controls authorizes the use of those controls for inheritance by organizational systems. (CA-6d)
· The authorizing official shall update the authorization [Fill in: frequency at which to update the authorizations. Typical: at least every three years and after a significant change, or on the time- or event-driven basis the continuous monitoring strategy sets once the authorizing official moves the system to ongoing authorization]. (CA-6e)
· When the authorizing official changes, the new authorizing official shall review the current authorization and either accept the documented risk in a new signed decision or begin a reauthorization. (CA-6e)
Federal systems
OMB Circular A-130, Appendix I, section 4.d(1) to (4), requires agencies to designate senior Federal officials to authorize systems and agency-designated common controls; to complete an initial authorization to operate for each system and all agency-designated common controls, based on an explicit acceptance of risk, before operation; to move systems and common controls to an ongoing authorization process when eligible and with the authorizing official’s formal approval; and to reauthorize them as needed, on a time- or event-driven basis, in line with agency risk tolerance. Section 5.f states that only Federal Government personnel may serve as an authorizing official, and that the agency must consider the Senior Agency Official for Privacy’s input in the authorization decision. Section 5.h sets two conditions for ongoing authorization: an initial authorization to operate, and continuous monitoring programs that monitor all implemented security and privacy controls at the frequencies the strategies set; until the authorizing official formally approves the transition, the system keeps a specific authorization termination date. NIST SP 800-37 Rev. 2 (December 2018, current as of September 2026) describes the authorization tasks. As of September 2026.
· The [Senior leader] shall assign only Federal Government personnel as authorizing officials, as OMB Circular A-130, Appendix I, section 5.f, requires. (CA-6a)
· For a system that processes personally identifiable information, the authorizing official shall consider the input and recommendations of the Senior Agency Official for Privacy before making the authorization decision, as OMB Circular A-130, Appendix I, section 5.f, requires. (CA-6c.2)
· The [System owner] shall move the system to ongoing authorization only after an initial authorization to operate, with a continuous monitoring program that meets the conditions of OMB Circular A-130, Appendix I, section 5.h, and with the authorizing official’s formal approval. (CA-6e)
Continuous monitoring (CA-7)
· The [System owner] shall develop a system-level continuous monitoring strategy that follows the organization-wide continuous monitoring strategy, and implement continuous monitoring in accordance with it. (CA-7)
· The system-level strategy shall establish the following system-level metrics to be monitored: [Fill in: system-level metrics to be monitored. Typical: open vulnerabilities by severity and age, configuration compliance rate, plan of action and milestones items past due, and unauthorized components found]. (CA-7a)
· The system-level strategy shall establish that control effectiveness is monitored [Fill in: frequencies at which to monitor control effectiveness. Typical: continuously for automated controls, and at least monthly for vulnerability, configuration and account data]. (CA-7b)
· The system-level strategy shall establish that control effectiveness is assessed at [Fill in: frequencies at which to assess control effectiveness. Typical: the schedule in the system’s continuous monitoring strategy, assessing a third of the controls each year so every control is assessed at least every three years]. (CA-7b)
· The [System owner] shall ensure ongoing control assessments are carried out in accordance with the continuous monitoring strategy. (CA-7c)
· The [System owner] shall ensure the system-level and organization-defined metrics are monitored on an ongoing basis in accordance with the continuous monitoring strategy. (CA-7d)
· The [System owner] shall correlate and analyze the information that control assessments and monitoring produce. (CA-7e)
· The [System owner] shall take response actions to address the results of that analysis, recording weaknesses in the plan of action and milestones (CA-5) and raising risks above tolerance with the authorizing official. (CA-7f)
· The [System owner] shall report the security status of the system to [Fill in: personnel or roles to whom the security status of the system is reported. Typical: the authorizing official and the Chief Information Security Officer], [Fill in: frequency at which the security status of the system is reported. Typical: at least quarterly]. (CA-7g)
· For a system that processes personally identifiable information, the [System owner] shall report the privacy status of the system to [Fill in: personnel or roles to whom the privacy status of the system is reported. Typical: the authorizing official and the senior privacy official], [Fill in: frequency at which the privacy status of the system is reported. Typical: at least quarterly]. (CA-7g)
· The [System owner] shall review and update the system-level strategy when the system changes significantly, when the organization-wide strategy changes, and at least annually. (CA-7)
Federal systems
OMB Circular A-130, Appendix I, section 4.d(5) to (8), requires agencies to develop and maintain an information security continuous monitoring (ISCM) strategy, update it at an organization-defined frequency, ensure all selected and implemented controls are addressed in it and effectively monitored on an ongoing basis, and keep an ISCM program with metrics that give meaningful indications of security status and trend analysis at every risk management tier. Section 4.d(9) adds a privacy continuous monitoring (PCM) strategy; footnote 85 allows the two strategies to be combined into one. Section 5.c says that, after the authorization decision, agencies monitor the controls in each system on an ongoing basis, as described in NIST SP 800-137, including assessing control effectiveness, documenting changes, analyzing their security impact and reporting the system’s security state to designated officials. As of September 2026.
· The [System owner] shall ensure every control selected and implemented for the system is addressed in the system-level strategy and monitored on an ongoing basis, as OMB Circular A-130, Appendix I, section 4.d(7), requires. (CA-7c)
· The [System owner] shall ensure the system-level strategy follows the agency’s ISCM strategy and, for a system that processes personally identifiable information, its PCM strategy, or the single strategy that combines them. (CA-7)
Risk monitoring (CA-7(4))
· The [System owner] shall make risk monitoring an integral part of the system’s continuous monitoring strategy, informed by the organization’s risk tolerance. (CA-7(4))
· The strategy shall include effectiveness monitoring, to determine whether the implemented risk response measures remain effective. (CA-7(4)(a))
· The strategy shall include compliance monitoring, to verify that required risk response measures are implemented and that security and privacy requirements are satisfied. (CA-7(4)(b))
· The strategy shall include change monitoring, to identify changes to the system and its environment of operation that may affect security and privacy risk. (CA-7(4)(c))
Internal system connections (CA-9)
· The [System owner] shall authorize internal connections of [Fill in: system components or classes of components requiring internal connections to the system. Typical: classes of components that connect to the system from inside its boundary, such as printers, scanners, copiers, sensors, and mobile devices with the approved baseline configuration] to the system. (CA-9a)
· The [System owner] shall document, for each internal connection or class of connection, the interface characteristics, the security and privacy requirements, and the nature of the information communicated, in the system security plan. (CA-9b)
· The [System owner] shall terminate an internal system connection when [Fill in: conditions requiring termination of internal connections. Typical: the component is retired or reassigned, fails a compliance check, is involved in an incident, or no longer needs the connection]. (CA-9c)
· The [System owner] shall review [Fill in: frequency at which to review the continued need for each internal connection. Typical: at least annually] the continued need for each internal connection, based on whether it supports the organization’s missions or business functions. (CA-9d)
Configuration Management (CM)
Baseline configuration (CM-2)
· The [System owner] shall develop, document and maintain under configuration control a current baseline configuration of the system. (CM-2a)
· The [System owner] shall review and update the baseline configuration [Fill in: the frequency of baseline configuration review and update. Typical: at least annually]. (CM-2b.1)
· The [System owner] shall review and update the baseline configuration when required by [Fill in: the circumstances requiring baseline configuration review and update. Typical: a significant change to the system, a new version of the secure configuration it is based on, or a security incident]. (CM-2b.2)
· The [System owner] shall review and update the baseline configuration when system components are installed or upgraded. (CM-2b.3)
Impact analyses (CM-4)
· The [System owner] shall analyze changes to the system to determine potential security and privacy impacts before the changes are implemented. (CM-4)
Access restrictions for change (CM-5)
· The [System owner] shall define, document, approve and enforce physical and logical access restrictions associated with changes to the system. (CM-5)
Configuration settings (CM-6)
· The [System owner] shall establish and document configuration settings for system components that reflect the most restrictive mode consistent with operational requirements, using [Fill in: common secure configurations to establish and document configuration settings for components employed within the system. Typical: the secure configuration baselines named in the baseline configuration standard]. (CM-6a)
· The [System owner] shall implement the configuration settings. (CM-6b)
· The [System owner] shall identify, document and approve any deviation from the established settings for [Fill in: system components for which approval of deviations is needed. Typical: all system components], based on [Fill in: operational requirements necessitating approval of deviations. Typical: documented operational needs that the system owner approves and the security team reviews]. (CM-6c)
· The [System owner] shall monitor and control changes to the configuration settings in accordance with this policy and its procedures. (CM-6d)
Least functionality (CM-7)
· The [System owner] shall configure the system to provide only [Fill in: mission-essential capabilities for the system. Typical: the capabilities documented in the system security plan]. (CM-7a)
· The [System owner] shall prohibit or restrict the use of [Fill in: prohibited or restricted functions, system ports, protocols, software, and/or services. Typical: the functions, ports, protocols, software and services listed as prohibited or restricted in the baseline configuration standard]. (CM-7b)
System component inventory (CM-8)
· The [System owner] shall develop and document an inventory of system components that accurately reflects the system and includes all its components. (CM-8a.1, a.2)
· The [System owner] shall ensure the inventory has no duplicate accounting of components and no components assigned to another system. (CM-8a.3)
· The [System owner] shall ensure the inventory is at the level of granularity needed for tracking and reporting. (CM-8a.4)
· The [System owner] shall ensure the inventory includes [Fill in: information deemed necessary to achieve effective system component accountability. Typical: name, type, manufacturer and model, serial number or asset tag, software version, location, network address, owner and administrator] for each component. (CM-8a.5)
· The [System owner] shall review and update the inventory [Fill in: frequency at which to review and update the system component inventory. Typical: at least quarterly]. (CM-8b)
Software usage restrictions (CM-10)
· Users shall use software and its documentation in accordance with contract agreements and copyright laws. (CM-10a)
· The [System owner] shall track the use of software and documentation protected by quantity licenses to control copying and distribution. (CM-10b)
· The [System owner] shall control and document the use of peer-to-peer file sharing technology so that it is not used for unauthorized distribution, display, performance or reproduction of copyrighted work. (CM-10c)
User-installed software (CM-11)
· The [Chief Information Security Officer] shall establish the following rules for software installation by users: [Fill in: policies governing the installation of software by users. Typical: users may install only software from the organization’s approved software catalog; all other installation requires approval by the system owner]. (CM-11a)
· The [System owner] shall enforce those rules through [Fill in: methods used to enforce software installation policies. Typical: removing local administrator rights and using an application allow list]. (CM-11b)
· The [System owner] shall monitor compliance with those rules [Fill in: frequency with which to monitor compliance. Typical: at least monthly]. (CM-11c)
Contingency Planning (CP)
Contingency plan (CP-2)
· Each [System owner] shall develop a contingency plan for the system that identifies essential mission and business functions and the contingency requirements that go with them. (CP-2a.1)
· The contingency plan shall provide recovery objectives, restoration priorities and metrics. (CP-2a.2)
· The contingency plan shall set out contingency roles and responsibilities, and the assigned individuals with their contact information. (CP-2a.3)
· The contingency plan shall address maintaining essential mission and business functions despite a system disruption, compromise or failure. (CP-2a.4)
· The contingency plan shall address eventual, full system restoration without deterioration of the controls originally planned and implemented. (CP-2a.5)
· The contingency plan shall address the sharing of contingency information. (CP-2a.6)
· The contingency plan shall be reviewed by [Fill in: personnel or roles to review a contingency plan. Typical: the system owner and the system security officer] and approved by [Fill in: personnel or roles to approve a contingency plan. Typical: the authorizing official, or the business owner the authorizing official names]. (CP-2a.7)
· The [System owner] shall distribute copies of the contingency plan to [Fill in: key contingency personnel (identified by name and/or by role) to whom copies of the contingency plan are distributed. Typical: the contingency team members, by role] and to [Fill in: key contingency organizational elements to which copies of the contingency plan are distributed. Typical: the operations, facilities and communications functions]. (CP-2b)
· The [System owner] shall coordinate contingency planning activities with incident handling activities. (CP-2c)
· The [System owner] shall review the contingency plan [Fill in: frequency of contingency plan review. Typical: annually]. (CP-2d)
· The [System owner] shall update the contingency plan to address changes to the organization, the system or its environment of operation, and problems found when the plan is carried out or tested. (CP-2e)
· The [System owner] shall communicate contingency plan changes to [Fill in: key contingency personnel (identified by name and/or by role) to communicate changes to. Typical: the contingency team members, by role] and to [Fill in: key contingency organizational elements to communicate changes to. Typical: the operations, facilities and communications functions]. (CP-2f)
· The [System owner] shall incorporate lessons learned from contingency plan testing, training and actual contingency activities into contingency testing and training. (CP-2g)
· The [System owner] shall protect the contingency plan from unauthorized disclosure and modification. (CP-2h)
Contingency training (CP-3)
· The [System owner] shall provide contingency training, consistent with assigned roles and responsibilities, to system users within [Fill in: the time period within which to provide contingency training after assuming a contingency role or responsibility. Typical: 30 days] of their assuming a contingency role or responsibility. (CP-3a.1)
· The [System owner] shall provide that training when system changes require it. (CP-3a.2)
· The [System owner] shall provide that training [Fill in: frequency at which to provide training to system users with a contingency role or responsibility. Typical: annually] thereafter. (CP-3a.3)
· The [System owner] shall review and update contingency training content [Fill in: frequency at which to review and update contingency training content. Typical: annually] and following [Fill in: events necessitating review and update of contingency training. Typical: a change to the contingency plan, and lessons learned from a test or an actual contingency event]. (CP-3b)
Contingency plan testing (CP-4)
· The [System owner] shall test the contingency plan [Fill in: frequency of testing the contingency plan for the system. Typical: annually], using [Fill in: tests for determining the effectiveness of the contingency plan. Typical: a functional test that restores the system, or a representative part of it, from backup] to determine the plan’s effectiveness and [Fill in: tests for determining readiness to execute the contingency plan. Typical: a tabletop exercise that walks the contingency team through the plan] to determine readiness to execute it. (CP-4a)
· The [System owner] shall review the contingency plan test results. (CP-4b)
· The [System owner] shall initiate corrective actions where the results show they are needed, and track them in the plan of action and milestones. (CP-4c)
System backup (CP-9)
· The [System owner] shall ensure backups of user-level information in [Fill in: system components for which to conduct backups of user-level information. Typical: all servers and cloud storage that hold user data] are made [Fill in: frequency at which to conduct backups of user-level information consistent with recovery time and recovery point objectives. Typical: daily incremental and weekly full, or more often where the recovery point objective requires it]. (CP-9a)
· The [System owner] shall ensure backups of system-level information are made [Fill in: frequency at which to conduct backups of system-level information consistent with recovery time and recovery point objectives. Typical: daily incremental and weekly full, or more often where the recovery point objective requires it]. (CP-9b)
· The [System owner] shall ensure backups of system documentation, including security- and privacy-related documentation, are made [Fill in: frequency at which to conduct backups of system documentation consistent with recovery time and recovery point objectives. Typical: on each change]. (CP-9c)
· The [System owner] shall protect the confidentiality, integrity and availability of backup information. (CP-9d)
System recovery and reconstitution (CP-10)
· The [System owner] shall provide for the recovery of the system to a known state within [Fill in: time period consistent with recovery time and recovery point objectives for the recovery of the system. Typical: the recovery time objective set in the contingency plan from the business impact analysis] after a disruption, compromise or failure. (CP-10)
· The [System owner] shall provide for the reconstitution of the system to a known state within [Fill in: time period consistent with recovery time and recovery point objectives for the reconstitution of the system. Typical: the reconstitution time set in the contingency plan] after a disruption, compromise or failure. (CP-10)
Identification and Authentication (IA)
Identification and authentication (organizational users) (IA-2)
· The [System owner] shall ensure the system uniquely identifies and authenticates organizational users. (IA-2)
· The [System owner] shall ensure the system associates that unique identification with processes acting on behalf of those users. (IA-2)
Multi-factor authentication to privileged accounts (IA-2(1))
· The [System owner] shall implement multi-factor authentication for access to privileged accounts. (IA-2(1))
Multi-factor authentication to non-privileged accounts (IA-2(2))
· The [System owner] shall implement multi-factor authentication for access to non-privileged accounts. (IA-2(2))
Access to accounts: replay resistant (IA-2(8))
· The [System owner] shall implement replay-resistant authentication mechanisms for access to [Select one or more: privileged accounts; non-privileged accounts. Typical: privileged accounts and non-privileged accounts]. (IA-2(8))
Acceptance of PIV credentials (IA-2(12))
· Where the organization issues or relies on Personal Identity Verification (PIV)-compliant credentials, the [System owner] shall ensure the system accepts and electronically verifies them. (IA-2(12))
Federal systems
Federal employees and contractors are issued PIV credentials under Homeland Security Presidential Directive 12 (HSPD-12) and FIPS 201-3, Personal Identity Verification (PIV) of Federal Employees and Contractors (January 2022).
· The [System owner] shall ensure the system accepts and electronically verifies PIV credentials for organizational users. (IA-2(12))
Identifier management (IA-4)
· The [Account manager] shall assign an individual, group, role, service or device identifier only with authorization from [Fill in: personnel or roles from whom authorization must be received to assign an identifier. Typical: the system owner, through the approved access request]. (IA-4a)
· The [Account manager] shall select an identifier that identifies the individual, group, role, service or device. (IA-4b)
· The [Account manager] shall assign the identifier to the intended individual, group, role, service or device. (IA-4c)
· The [Account manager] shall prevent reuse of identifiers for [Fill in: a time period for preventing reuse of identifiers. Typical: at least two years]. (IA-4d)
Authenticator management (IA-5)
· The [Account manager] shall verify the identity of the individual, group, role, service or device receiving an authenticator as part of its initial distribution. (IA-5a)
· The [Account manager] shall establish the initial content of any authenticator the organization issues. (IA-5b)
· The [Chief Information Security Officer] shall ensure authenticators have sufficient strength of mechanism for their intended use. (IA-5c)
· The [Chief Information Security Officer] shall establish administrative procedures for initial authenticator distribution, for lost, compromised or damaged authenticators, and for revoking authenticators. (IA-5d)
· The [Account manager] shall implement those procedures. (IA-5d)
· The [System owner] shall ensure default authenticators are changed before first use. (IA-5e)
· The [Account manager] shall change or refresh authenticators as follows: [Fill in: a time period for changing or refreshing authenticators by authenticator type. Typical: no scheduled change for user passwords; certificates at expiry; shared and service account secrets at least annually]. (IA-5f)
· The [Account manager] shall change or refresh authenticators when [Fill in: events that trigger the change or refreshment of authenticators. Typical: evidence or suspicion of compromise, and departure of a person who knew a shared authenticator] occur. (IA-5f)
· The [System owner] shall protect authenticator content from unauthorized disclosure and modification. (IA-5g)
· Users shall protect their authenticators as the rules of behavior require. (IA-5h)
· The [System owner] shall ensure devices implement the controls that protect authenticators. (IA-5h)
· The [Account manager] shall change the authenticators of group or role accounts when membership of those accounts changes. (IA-5i)
Password-based authentication (IA-5(1))
· The [System owner] shall maintain a list of commonly used, expected or compromised passwords, and update it [Fill in: the frequency at which to update the list of commonly used, expected, or compromised passwords. Typical: at least monthly, and whenever a relevant breach corpus is published] and when organizational passwords are suspected to have been compromised. (IA-5(1)(a))
· The [System owner] shall ensure the system verifies, when users create or update passwords, that the passwords are not on that list. (IA-5(1)(b))
· The [System owner] shall ensure passwords are transmitted only over cryptographically protected channels. (IA-5(1)(c))
· The [System owner] shall ensure passwords are stored using an approved salted key derivation function, preferably using a keyed hash. (IA-5(1)(d))
· The [System owner] shall ensure the system requires immediate selection of a new password upon account recovery. (IA-5(1)(e))
· The [System owner] shall ensure the system allows long passwords and passphrases, including spaces and all printable characters. (IA-5(1)(f))
· The [System owner] shall employ automated tools to help users select strong passwords. (IA-5(1)(g))
· The [System owner] shall ensure the system enforces these composition and complexity rules: [Fill in: authenticator composition and complexity rules. Typical: a minimum length of 15 characters for passwords used as the only factor and 8 for passwords used with another factor, and no other composition rules]. (IA-5(1)(h))
Authentication feedback (IA-6)
· The [System owner] shall ensure the system obscures feedback of authentication information during authentication, so it cannot be exploited by unauthorized individuals. (IA-6)
Cryptographic module authentication (IA-7)
· The [System owner] shall implement mechanisms for authentication to a cryptographic module that meet the laws, executive orders, directives, policies, regulations, standards and guidelines that apply to such authentication. (IA-7)
Identification and authentication (non-organizational users) (IA-8)
· The [System owner] shall ensure the system uniquely identifies and authenticates non-organizational users and processes acting on their behalf. (IA-8)
Acceptance of PIV credentials from other agencies (IA-8(1))
· Where users from federal agencies access the system, the [System owner] shall ensure it accepts and electronically verifies their Personal Identity Verification (PIV)-compliant credentials. (IA-8(1))
Acceptance of external authenticators (IA-8(2))
· The [System owner] shall ensure the system accepts only external authenticators that are NIST-compliant, such as those meeting NIST SP 800-63B-4 (July 2025). (IA-8(2)(a))
· The [System owner] shall document and maintain a list of accepted external authenticators. (IA-8(2)(b))
Use of defined profiles (IA-8(4))
· The [System owner] shall ensure the system conforms to [Fill in: identity management profiles. Typical: the federation profiles the organization publishes for its identity provider, such as SAML 2.0 or OpenID Connect] for identity management. (IA-8(4))
Re-authentication (IA-11)
· The [System owner] shall ensure the system requires users to re-authenticate when [Fill in: circumstances or situations requiring re-authentication. Typical: a session timeout, a change of role or privilege, a privileged action, or a change of authenticators]. (IA-11)
Incident Response (IR)
Incident response training (IR-2)
· The [Incident response team] shall provide incident response training, consistent with assigned roles and responsibilities, to system users within [Fill in: a time period within which incident response training is to be provided to system users assuming an incident response role or responsibility. Typical: 30 days] of their assuming an incident response role or responsibility or acquiring system access. (IR-2a.1)
· The [Incident response team] shall provide that training when system changes require it. (IR-2a.2)
· The [Incident response team] shall provide that training [Fill in: frequency at which to provide incident response training to users. Typical: annually] thereafter. (IR-2a.3)
· The [Incident response team] shall review and update incident response training content [Fill in: frequency at which to review and update incident response training content. Typical: annually] and following [Fill in: events that initiate a review of the incident response training content. Typical: a change to the incident response plan, and lessons learned from an incident or exercise]. (IR-2b)
Incident handling (IR-4)
· The [Incident response team] shall implement an incident handling capability, consistent with the incident response plan, that includes preparation, detection and analysis, containment, eradication and recovery. (IR-4a)
· The [Incident response team] shall coordinate incident handling activities with contingency planning activities. (IR-4b)
· The [Incident response team] shall incorporate lessons learned from incident handling into incident response procedures, training and testing, and implement the resulting changes. (IR-4c)
· The [Chief Information Security Officer] shall ensure the rigor, intensity, scope and results of incident handling are comparable and predictable across the organization. (IR-4d)
Incident monitoring (IR-5)
· The [Incident response team] shall track and document incidents. (IR-5)
Incident reporting (IR-6)
· All personnel shall report suspected incidents to the [Incident response team] within [Fill in: time period for personnel to report suspected incidents to the organizational incident response capability. Typical: 1 hour of discovery]. (IR-6a)
· The [Incident response team] shall report incident information to [Fill in: authorities to whom incident information is to be reported. Typical: senior leadership, legal counsel, and any regulator, customer or partner that law or contract requires be notified]. (IR-6b)
Federal systems
Federal agencies notify the Cybersecurity and Infrastructure Security Agency (CISA) of incidents under FISMA (44 U.S.C. §§ 3553 and 3554). As of September 2026, the CISA Federal Incident Notification Guidelines (effective April 1, 2017) set the time frame: within one hour of the incident being identified by the agency’s top-level incident response team, security operations center or IT department.
· The [Incident response team] shall report incidents to CISA within one hour of identification, as the CISA Federal Incident Notification Guidelines require. (IR-6b)
Incident response assistance (IR-7)
· The [Incident response team] shall provide an incident response support resource, as part of the incident response capability, that offers system users advice and assistance with handling and reporting incidents. (IR-7)
Incident response plan (IR-8)
· The [Chief Information Security Officer] shall develop an incident response plan that provides a roadmap for implementing the incident response capability. (IR-8a.1)
· The plan shall describe the structure and organization of the incident response capability. (IR-8a.2)
· The plan shall describe at a high level how the incident response capability fits into the overall organization. (IR-8a.3)
· The plan shall meet the organization’s unique requirements related to its mission, size, structure and functions. (IR-8a.4)
· The plan shall define reportable incidents. (IR-8a.5)
· The plan shall provide metrics for measuring the incident response capability. (IR-8a.6)
· The plan shall define the resources and management support needed to maintain and mature the incident response capability. (IR-8a.7)
· The plan shall address the sharing of incident information. (IR-8a.8)
· The plan shall be reviewed and approved by [Fill in: personnel or roles that review and approve the incident response plan. Typical: the Chief Information Security Officer] [Fill in: the frequency at which to review and approve the incident response plan. Typical: annually]. (IR-8a.9)
· The plan shall explicitly designate responsibility for incident response to [Fill in: entities, personnel, or roles with designated responsibility for incident response. Typical: the incident response team, led by its designated lead]. (IR-8a.10)
· The [Chief Information Security Officer] shall distribute copies of the plan to [Fill in: incident response personnel (identified by name and/or by role) to whom copies of the incident response plan are to be distributed. Typical: the incident response team members, by role] and [Fill in: organizational elements to which copies of the incident response plan are to be distributed. Typical: the security operations, legal, communications and human resources functions]. (IR-8b)
· The [Chief Information Security Officer] shall update the plan to address system and organizational changes, and problems found during its implementation, execution or testing. (IR-8c)
· The [Chief Information Security Officer] shall communicate changes to the plan to [Fill in: incident response personnel (identified by name and/or by role) and organizational elements. Typical: everyone who received the plan]. (IR-8d)
· The [Chief Information Security Officer] shall protect the plan from unauthorized disclosure and modification. (IR-8e)
Maintenance (MA)
Controlled maintenance (MA-2)
· The [System owner] shall schedule maintenance, repair and replacement of system components in accordance with manufacturer or vendor specifications and organizational requirements. (MA-2a)
· The [System owner] shall document each maintenance, repair and replacement activity in the system’s maintenance records. (MA-2a)
· The [System owner] shall review the maintenance records at least quarterly against the maintenance schedule and the system’s change records. (MA-2a)
· The [System owner] shall approve each maintenance activity before it starts, whether it is performed on site or remotely and whether components are serviced on site or removed to another location. (MA-2b)
· The [System owner] shall ensure each maintenance activity is monitored while it is performed, by an escort or by review of the session and its records. (MA-2b)
· Maintenance that changes the system’s configuration shall also follow the change control process (CM-3). (MA-2b)
· The [System owner] shall require [Fill in: personnel or roles required to explicitly approve the removal of the system or system components from organizational facilities for off-site maintenance or repairs. Typical: the system owner] to explicitly approve the removal of the system or system components from organizational facilities for off-site maintenance, repair or replacement. (MA-2c)
· The [System owner] shall ensure equipment is sanitized to remove [Fill in: information to be removed from associated media prior to removal from organizational facilities for off-site maintenance, repair, or replacement. Typical: all organizational information, including personally identifiable information, credentials and cryptographic keys] from associated media before it is removed from organizational facilities for off-site maintenance, repair or replacement. (MA-2d)
· Where storage media cannot be sanitized, such as a failed drive, the [System owner] shall keep the media within the organization and sanitize or destroy them there, rather than release them. (MA-2d)
· After each maintenance, repair or replacement action, the [System owner] shall check all potentially impacted controls to verify that they are still functioning properly. (MA-2e)
· The [System owner] shall include [Fill in: information to be included in organizational maintenance records. Typical: the date and time, the system and component, a description of the maintenance performed, the names and organization of the individuals performing it, the escort’s name, the components or equipment removed or replaced, the approval, and the result of the post-maintenance control check] in the organization’s maintenance records. (MA-2f)
Nonlocal maintenance (MA-4)
· The [System owner] shall approve each nonlocal maintenance and diagnostic session before it starts. (MA-4a)
· The [System owner] shall ensure each nonlocal maintenance and diagnostic session is monitored while it is in progress, through session supervision or live review of its audit records. (MA-4a)
· The [System owner] shall allow the use of nonlocal maintenance and diagnostic tools only as this policy permits and as documented in the system security plan, which shall name each tool and the connection it uses. (MA-4b)
· Nonlocal maintenance connections shall pass through the organization’s managed remote access service, and not through a tool or connection that the maintenance provider controls on its own. (MA-4b)
· The [System owner] shall ensure nonlocal maintenance and diagnostic sessions are established with strong authentication: multi-factor authentication with a replay-resistant authenticator, as required for network access to the system’s accounts (IA-2(1), IA-2(2), IA-2(8)). (MA-4c)
· The [Account manager] shall keep each account used by an external maintenance provider disabled except during an approved session. (MA-4c)
· The [System owner] shall maintain records of each nonlocal maintenance and diagnostic session, including who performed it, when it started and ended, what was done and who approved it. (MA-4d)
· The person performing nonlocal maintenance shall terminate the session and network connections when the maintenance is completed, and the [System owner] shall ensure the system also ends them when the approved session ends. (MA-4e)
Federal systems
OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles (January 26, 2022), requires phishing-resistant multi-factor authentication for agency staff, contractors and partners, enforced at the application layer. OMB M-19-17 (May 21, 2019), Section III, item 2, requires Personal Identity Verification (PIV) credentials, where applicable in accordance with OPM requirements, as the primary means of identification and authentication to Federal information systems by Federal employees and contractors. OMB M-26-18 (August 31, 2026), footnote 5, lists both memoranda as existing OMB policy. CISA Binding Operational Directive 23-02, Mitigating the Risk from Internet-Exposed Management Interfaces (June 13, 2023), covers the networked management interfaces of routers, switches, firewalls, VPN concentrators, proxies, load balancers and out-of-band server management interfaces that are reachable from the public internet, but not the management portals and APIs of cloud service offerings. Within 14 days of discovering such an interface, or of notice from CISA, agencies must either make it reachable only from an internal enterprise network or put access to it behind a zero trust policy enforcement point separate from the interface. As of September 2026.
· The [System owner] shall require phishing-resistant multi-factor authentication for nonlocal maintenance sessions by agency staff, contractors and partners, as OMB M-22-09 requires, using a PIV or derived PIV credential where the person holds one, as OMB M-19-17 requires. (MA-4c)
· For each device within the scope of BOD 23-02, the [System owner] shall ensure its management interface is reachable only from an internal enterprise network, or only through a policy enforcement point separate from the interface, and shall correct any exposed interface within 14 days of its discovery or of notice from CISA. (MA-4b)
Maintenance personnel (MA-5)
· The [System owner] shall establish a process for authorizing maintenance personnel, in which the system owner approves each maintenance organization and each individual before they perform maintenance. (MA-5a)
· The [System owner] shall maintain a list of authorized maintenance organizations and personnel for the system, and review it at least quarterly. (MA-5a)
· Maintenance contracts shall require the provider to notify the organization within 24 hours when a person on the authorized list leaves the provider or no longer supports the organization, as for other external personnel (PS-7). (MA-5a)
· The [System owner] shall verify that non-escorted personnel performing maintenance on the system possess the required access authorizations before the work starts. (MA-5b)
· The [System owner] shall designate organizational personnel with the required access authorizations and technical competence to supervise the maintenance activities of personnel who do not possess the required access authorizations. (MA-5c)
· The designated supervisor shall remain with the maintenance personnel, or supervise the session, for the whole activity, and shall be recorded as the escort in the maintenance records. (MA-5c)
· Where maintenance personnel not on the authorized list need access with little notice, the [Account manager] shall issue temporary credentials valid for one use or for the approved maintenance period only, and disable them when it ends. (MA-5)
Media Protection (MP)
Media access (MP-2)
· The [System owner] shall restrict access to [Fill in: types of digital media to which access is restricted. Typical: removable and portable storage media (flash drives, external drives, memory cards and optical discs), backup media, and storage removed from service] to [Fill in: personnel or roles authorized to access digital media. Typical: personnel whose access authorizations for the system permit access to the information on the media]. (MP-2)
· The [System owner] shall restrict access to [Fill in: types of non-digital media to which access is restricted. Typical: paper and microfilm containing information not approved for public release, including printed system output] to [Fill in: personnel or roles authorized to access non-digital media. Typical: personnel whose access authorizations permit access to the information on the media]. (MP-2)
· The [System owner] shall enforce these restrictions by storing the media in controlled areas (MP-4) and, for digital media, by encryption whose keys only authorized personnel can use (SC-28(1)). (MP-2)
· The [System owner] shall review the list of people with access to each media library or storage area at least annually, and remove those who no longer need it. (MP-2)
Media sanitization (MP-6)
· The [System owner] shall sanitize [Fill in: system media to be sanitized prior to disposal. Typical: all digital and non-digital system media, including the storage in workstations, laptops, servers, network devices, mobile devices, printers, copiers and scanners] prior to disposal using [Fill in: sanitization techniques and procedures to be used for sanitization prior to disposal. Typical: purge or destroy for digital media, and destruction by shredding or incineration for paper and other hard copy, as the media sanitization procedure sets out following NIST SP 800-88 Rev. 2]. (MP-6a)
· The [System owner] shall sanitize [Fill in: system media to be sanitized prior to release from organizational control. Typical: all digital and non-digital system media, including media returned to a lessor or vendor, exchanged under warranty, or sent off site for repair] prior to release out of organizational control using [Fill in: sanitization techniques and procedures to be used for sanitization prior to release from organizational control. Typical: purge, including cryptographic erase where its conditions are met, as the media sanitization procedure sets out following NIST SP 800-88 Rev. 2; media that cannot be purged and verified are destroyed, not released]. (MP-6a)
· The [System owner] shall sanitize [Fill in: system media to be sanitized prior to release for reuse. Typical: all digital system media reissued to another user, system or part of the organization] prior to release for reuse using [Fill in: sanitization techniques and procedures to be used for sanitization prior to release for reuse. Typical: clear for reuse within the same system or by users with the same access authorizations, and purge for other reuse, as the media sanitization procedure sets out following NIST SP 800-88 Rev. 2]. (MP-6a)
· The [Chief Information Security Officer] shall maintain a media sanitization procedure that follows NIST SP 800-88 Rev. 2 and names, for each media type in use, the sanitization method (clear, purge or destroy), the technique and tool, and how the result is verified. (MP-6a)
· Before media are sanitized, the [System owner] shall confirm that the information on them is not subject to a records retention requirement or legal hold that has not yet been met (SI-12). (MP-6a)
· Storage media that cannot be sanitized by the method the procedure requires, including failed drives, shall be kept within the organization and destroyed, and shall not be released out of organizational control. (MP-6a)
· Each sanitization shall be verified and recorded in the media sanitization record, including the media’s identifiers, the method and technique, who performed and verified it, and the date. (MP-6a)
· Where an external provider sanitizes or destroys media, its contract shall specify the method, require a certificate listing each item by serial number, and allow the organization to witness or verify the work. (MP-6a)
· The [System owner] shall employ sanitization mechanisms whose strength and integrity are commensurate with the security category of the information, choosing the method by the confidentiality of the information as NIST SP 800-88 Rev. 2 describes. (MP-6b)
· Clear shall be used only for media that remain under organizational control, and then only for reuse within the same system or by users with the same access authorizations, for low-impact information, or for moderate-impact information where the [System owner] has accepted the residual risk in writing. (MP-6b)
· Storage devices holding moderate- or high-impact information shall be destroyed by disintegration, incineration or melting, or purged first, rather than only shredded or pulverized. (MP-6b)
· Cryptographic erase shall be used only where the media’s encryption and key management meet the conditions in NIST SP 800-88 Rev. 2 section 3.2, and the keys are managed under the encryption and key management standard (SC-12). (MP-6b)
Federal systems
Under 32 CFR 2002.14(f), authorized holders may destroy controlled unclassified information (CUI) when the agency no longer needs it and records disposition schedules published or approved by NARA allow. Agencies destroying CUI, including in electronic form, must make it unreadable, indecipherable and irrecoverable, using any destruction method specifically required by law, regulation or Government-wide policy for that CUI; otherwise, the destruction guidance in NIST SP 800-53 and SP 800-88, or a method approved for classified national security information under 32 CFR 2001.47. Under 2002.14(e)(2), when CUI is reproduced on printers, copiers, scanners or fax machines, the equipment must not retain data, or the agency must sanitize it in accordance with NIST SP 800-53. NIST SP 800-88 Rev. 2, section 3.2, states that federal agencies must use encryption modules validated to the current FIPS 140 standard to have assurance in cryptographic erase on self-encrypting drives. As of October 2026.
· The [System owner] shall destroy CUI only when the agency no longer needs it and NARA-approved records disposition schedules allow, and only by a method that 32 CFR 2002.14(f)(2) permits. (MP-6a)
· The [System owner] shall ensure printers, copiers, scanners and fax machines used to reproduce CUI do not retain data, or are sanitized in accordance with NIST SP 800-53, as 32 CFR 2002.14(e)(2) requires. (MP-6a)
· Cryptographic erase shall rely only on encryption modules validated to the current FIPS 140 standard. (MP-6b)
Media use (MP-7)
· The [System owner] shall [Select one: restrict; prohibit. Typical: restrict] the use of [Fill in: types of system media to be restricted or prohibited from use on systems or system components. Typical: writable portable storage devices, such as USB flash drives, external hard drives and memory cards, and writable optical media] on [Fill in: systems or system components on which the use of specific types of system media to be restricted or prohibited. Typical: all organizational workstations, laptops and servers] using [Fill in: controls to restrict or prohibit the use of specific types of system media on systems or system components. Typical: endpoint device control that blocks portable storage devices other than encrypted, organization-issued devices assigned to a named owner, with exceptions approved by the system owner and recorded]. (MP-7a)
· Personally owned portable storage devices shall not be connected to organizational systems. (MP-7a)
· The [System owner] shall prohibit the use of portable storage devices in organizational systems when such devices have no identifiable owner. (MP-7b)
· Each organization-issued portable storage device shall be recorded with its owner in the component inventory (CM-8), and personnel shall turn in any device they find whose owner is unknown, without connecting it, to the [Security operations team]. (MP-7b)
Physical and Environmental Protection (PE)
Physical access authorizations (PE-2)
· The [Facilities manager] shall develop, approve and maintain a list of individuals with authorized access to each facility where the system resides, showing for each person the areas they may enter. (PE-2a)
· Physical access shall be granted only on a request from the individual’s supervisor, approved by the [Facilities manager] and, for areas that contain system components, also by the [System owner]. (PE-2a)
· The [Facilities manager] shall issue an authorization credential, such as an identification badge or access card, to each individual on the list, and record the credential against their entry. (PE-2b)
· The [Facilities manager] shall review the access list detailing authorized facility access by individuals [Fill in: frequency at which to review the access list detailing authorized facility access by individuals. Typical: at least quarterly for areas that contain system components, such as data centers, server rooms, wiring closets and media storage areas, and at least annually for the rest of the facility], with the supervisors or area owners confirming that each person still needs the access. (PE-2c)
· The [Facilities manager] shall remove individuals from the facility access list, and disable their credentials, when access is no longer required, and for a termination within the time the Personnel Security Policy sets for disabling system access (PS-4). (PE-2d)
· When an individual transfers, the [Facilities manager] shall remove physical access the new position does not need as part of the transfer actions (PS-5). (PE-2d)
Federal systems
FIPS 201-3 (January 2022) defines the Personal Identity Verification (PIV) Card as the common identity credential for federal employees and contractors for access to federally controlled facilities and information systems (section 1.2), and requires the PIV Card to be terminated when, among other circumstances, a federal employee separates from federal service or a contractor no longer needs access to federal buildings or systems (section 2.9.4). As of October 2026.
· For federal employees and contractors who hold a PIV Card, the authorization credential for access to a federally controlled facility shall be that PIV Card, registered in the physical access control system; anyone else receives a temporary or visitor credential that cannot be mistaken for a PIV Card. (PE-2b)
· When a PIV Card is terminated under FIPS 201-3 section 2.9.4, the [Facilities manager] shall remove its registration from the physical access control system. (PE-2d)
Physical access control (PE-3)
· The [Facilities manager] shall enforce physical access authorizations at [Fill in: entry and exit points to the facility in which the system resides. Typical: every entry and exit point of the facility, and of each area within it that contains system components] by verifying each individual’s access authorization before granting access to the facility. (PE-3a.1)
· The [Facilities manager] shall control ingress and egress to the facility using [Select one or more: [Assignment: organization-defined systems or devices]; guards. Typical: an electronic physical access control system with badge readers at each controlled entry point, and guards or staffed reception at the main entrance during business hours]. (PE-3a.2)
· Each person shall badge in individually at controlled entry points and shall not hold a controlled door open for others; tailgating shall be reported to the [Facilities manager]. (PE-3a.2)
· The [Facilities manager] shall maintain physical access audit logs for [Fill in: entry or exit points for which physical access logs are maintained. Typical: every controlled entry point to the facility and to each area that contains system components], and protect them from alteration and unauthorized access (AU-9). (PE-3b)
· The [Facilities manager] shall control access to areas within the facility designated as publicly accessible by implementing [Fill in: physical access controls to control access to areas within the facility designated as publicly accessible. Typical: a staffed reception or guard post, locked or badge-controlled doors between public and non-public areas, and no unattended system components or live network jacks in public areas]. (PE-3c)
· Visitors shall be escorted, and their activity controlled, [Fill in: circumstances requiring visitor escorts and control of visitor activity. Typical: at all times in non-public areas, for every visitor and for anyone without a physical access authorization for the area, including maintenance personnel who are not on the authorized maintenance list]; the escort shall stay with the visitor until they leave the non-public area. (PE-3d)
· Visitor and temporary badges shall look different from permanent badges, shall be valid only for the day or the approved period, and shall be returned on departure. (PE-3d)
· The [Facilities manager] shall secure keys, combinations and other physical access devices, keeping unissued devices locked away and limiting knowledge of combinations to the people authorized to use them. (PE-3e)
· The [Facilities manager] shall inventory [Fill in: physical access devices to be inventoried. Typical: keys, lock combinations, and badges and access cards, including unissued, temporary and visitor badges] [Fill in: frequency at which to inventory physical access devices. Typical: at least annually], and investigate any device that cannot be accounted for. (PE-3f)
· The [Facilities manager] shall change combinations [Fill in: frequency at which to change combinations. Typical: at least annually], change keys [Fill in: frequency at which to change keys. Typical: at least every five years, and sooner when an inventory cannot account for an issued key], and change both when keys are lost, combinations are compromised, or individuals possessing the keys or combinations are transferred or terminated. (PE-3g)
· A lost or stolen badge or key shall be reported to the [Facilities manager] at once, and the badge disabled the same day. (PE-3g)
Federal systems
FIPS 201-3 (January 2022), section 6.3.1, lists the PIV authentication mechanisms for physical access and the assurance each provides, marks visual inspection (VIS) and SYM-CAK as deprecated, and states that “The selection of authentication assurance levels SHALL be made in accordance with the applicable policies for a facility’s security level”, pointing to the Interagency Security Committee’s standard and to SP 800-116. NIST SP 800-116 Rev. 1 (June 2018), section 4.3, recommends a risk-based selection organized by Controlled, Limited and Exclusion areas, with a minimum of one, two and three authentication factors respectively (Table 4-3). The Interagency Security Committee’s The Risk Management Process: An Interagency Security Committee Standard, 2024 Edition, states that it applies to federally owned or leased facilities regularly occupied by executive branch employees or contract workers for nonmilitary activities, and has the tenant make the final Facility Security Level (FSL) determination, from Level I to Level V (section 8.1.1). As of October 2026.
· The [Facilities manager] shall designate each area of a federally controlled facility as Controlled, Limited or Exclusion, consistent with the facility’s FSL determination, and record the designation in the physical access list. (PE-3a)
· The physical access control system shall authenticate PIV Cards electronically, using mechanisms that provide at least one authentication factor for Controlled areas, two for Limited areas and three for Exclusion areas, as SP 800-116 Rev. 1 Table 4-3 recommends, and shall not rely on visual inspection of the card alone. (PE-3a.1)
Monitoring physical access (PE-6)
· The [Facilities manager] shall monitor physical access to the facility where the system resides, including publicly accessible areas, to detect and respond to physical security incidents. (PE-6a)
· The [Facilities manager] shall review physical access logs [Fill in: the frequency at which to review physical access logs. Typical: at least monthly] and upon occurrence of [Fill in: events or potential indication of events requiring physical access logs to be reviewed. Typical: a physical security incident or alarm, a lost or stolen badge or key, reported tailgating, access attempts outside normal working hours, and a request from the incident response team], looking for accesses outside normal working hours, repeated accesses to areas not normally accessed, accesses of unusual length and out-of-sequence accesses. (PE-6b)
· Each review shall be recorded with its date, the reviewer, the period covered and the anomalies found. (PE-6b)
· The [Facilities manager] shall coordinate the results of reviews and investigations with the [Incident response team], and report suspected physical security incidents under the incident response plan (IR-6). (PE-6c)
Visitor access records (PE-8)
· The [Facilities manager] shall maintain visitor access records to the facility where the system resides for [Fill in: time period for which to maintain visitor access records for the facility where the system resides. Typical: 2 years, or longer where the organization’s records retention schedule requires]. (PE-8a)
· Each visitor record shall include the visitor’s name and organization, the form of identification checked, the date, entry and departure times, the purpose of the visit, the name of the person visited, the badge issued and the escort, subject to the limits PE-8(3) sets where it applies. (PE-8a)
· The [Facilities manager] shall review visitor access records [Fill in: the frequency at which to review visitor access records. Typical: at least monthly], checking for visitors with no departure time, badges not returned, visits outside normal hours, repeated visits that suggest the person needs a PE-2 authorization instead, and visits without an escort. (PE-8b)
· The [Facilities manager] shall report anomalies in visitor access records to [Fill in: personnel to whom visitor access records anomalies are reported to. Typical: the facilities manager and the security operations team], and the security operations team shall handle any that suggest an incident under the incident response plan (IR-6). (PE-8c)
Federal systems
The National Archives and Records Administration’s General Records Schedule 5.6, Security Management Records (GRS Transmittal 35, May 2024), covers visitor processing records, such as registers or logs of visitors, contractors and service personnel. Item 110, for areas requiring the highest level of security awareness, including areas the Interagency Security Committee designates as Facility Security Level V, says destroy when 5 years old; item 111, for all other facility security areas, including Facility Security Levels I to IV, says destroy when 2 years old. Both allow longer retention if required for business use. As of October 2026.
· Visitor access records shall be kept for at least 5 years for areas at Facility Security Level V and at least 2 years for other areas, as GRS 5.6 items 110 and 111 set, unless the agency’s own approved records schedule sets a different period. (PE-8a)
Emergency lighting (PE-12)
· The [Facilities manager] shall employ and maintain automatic emergency lighting for the system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility. (PE-12)
· The [Facilities manager] shall test emergency lighting at least annually, and repair failures promptly. (PE-12)
· The [System owner] shall describe the emergency lighting provisions for the system in the contingency plan (CP-2). (PE-12)
Fire protection (PE-13)
· The [Facilities manager] shall employ and maintain fire detection and suppression systems, supported by an independent energy source, that cover each area containing system components. (PE-13)
· Fire detection and suppression systems shall be inspected, tested and maintained as the applicable fire code and the manufacturer require, and the records kept. (PE-13)
· Where the suppression system could itself damage equipment, such as water sprinklers in a server room, the [Facilities manager] shall record the choice and the reason, with the system owner’s agreement. (PE-13)
Environmental controls (PE-14)
· The [Facilities manager] shall maintain [Select one or more: temperature; humidity; pressure; radiation; [Assignment: organization-defined environmental control]. Typical: temperature and humidity] levels within the facility where the system resides at [Fill in: acceptable levels for environmental controls. Typical: the operating ranges the equipment manufacturers specify, recorded in the system security plan]. (PE-14a)
· The [Facilities manager] shall monitor environmental control levels [Fill in: frequency at which to monitor environmental control levels. Typical: continuously, with automated alerts when a level leaves its range]. (PE-14b)
· Alerts shall go to staff who can respond at any hour, and an alert that is not resolved within the time the contingency plan allows shall start the contingency plan’s notification procedures (CP-2). (PE-14b)
· Cooling for areas that contain system components shall run independently of the building’s office schedule, with enough capacity or redundancy that the loss of one unit does not take the room out of range. (PE-14a)
Water damage protection (PE-15)
· The [Facilities manager] shall protect the system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel. (PE-15)
· The valves shall be labeled, shown on a facility plan kept with the contingency plan, kept clear of obstructions, and exercised at least annually. (PE-15)
· Key personnel, including the staff who work in areas that contain system components, shall be shown the valve locations and how to operate them. (PE-15)
· Water pipes shall not run above system components where it can be avoided; where they do, the [Facilities manager] shall record the risk and the protection used, such as drip trays or leak detection. (PE-15)
Delivery and removal (PE-16)
· The [Facilities manager] shall authorize and control [Fill in: types of system components to be authorized and controlled when entering the facility. Typical: all system components, including servers, network devices, storage devices and media, and end-user devices such as laptops] entering the facility, receiving them only in a delivery area that is separated from areas that contain system components and media libraries. (PE-16a)
· Arriving components shall be checked against the purchase order or shipping record and for signs of tampering before they are moved out of the delivery area, and reported under the incident response plan if they show any. (PE-16a)
· The [Facilities manager] shall authorize and control [Fill in: types of system components to be authorized and controlled when exiting the facility. Typical: all system components, including servers, network devices, storage devices and media, and end-user devices such as laptops] exiting the facility, letting a component leave only with the [System owner]’s approval and, for a component with storage, a record that its media were sanitized or removed (MA-2, MP-6). (PE-16a)
· The [Facilities manager] shall maintain records of the system components entering and exiting the facility: the item and serial number, the date, who delivered or carried it, who authorized it, and where it went. (PE-16b)
· Laptops and other devices issued to individuals may leave and return with their assigned user without a record of each trip, as long as they are recorded in the component inventory against that user. (PE-16a)
Planning (PL)
System security and privacy plans (PL-2)
· Each [System owner] shall develop a security plan and a privacy plan for the system, as one document or two, that contain every element PL-2a.1 to a.14 lists. (PL-2a)
· The plans shall identify the security- and privacy-related activities affecting the system that require planning and coordination with [Fill in: individuals or groups with whom security and privacy-related activities affecting the system that require planning and coordination. Typical: the system’s stakeholders, the common control providers, and the security and privacy teams]. (PL-2a.14)
· The [System owner] shall have the plans reviewed and approved by the authorizing official, or a designated representative, before the plans are implemented. (PL-2a.15)
· The [System owner] shall distribute copies of the plans, and communicate later changes to them, to [Fill in: personnel or roles to receive distributed copies of the system security and privacy plans. Typical: the authorizing official, the system owner, the system security officer and the assessor]. (PL-2b)
· The [System owner] shall review the plans [Fill in: frequency to review system security and privacy plans. Typical: annually]. (PL-2c)
· The [System owner] shall update the plans to address changes to the system and its environment of operation, and problems found during plan implementation or control assessments. (PL-2d)
· The [System owner] shall protect the plans from unauthorized disclosure and modification. (PL-2e)
Rules of behavior (PL-4)
· The [Chief Information Security Officer] shall establish rules that describe the responsibilities and expected behavior of individuals for information and system usage, security and privacy. (PL-4a)
· The [Chief Information Security Officer] shall provide the rules to each individual who requires access to the system. (PL-4a)
· The [Account manager] shall receive a documented acknowledgment from each individual, stating that they have read, understand and agree to abide by the rules, before authorizing access to information and the system. (PL-4b)
· The [Chief Information Security Officer] shall review and update the rules of behavior [Fill in: frequency for reviewing and updating the rules of behavior. Typical: annually]. (PL-4c)
· The [Chief Information Security Officer] shall require individuals who acknowledged a previous version of the rules to read and re-acknowledge them [Select one or more: [Assignment: organization-defined frequency]; when the rules are revised or updated. Typical: annually, and when the rules are revised or updated]. (PL-4d)
Social media and external site and application usage restrictions (PL-4(1))
· The rules of behavior shall restrict the use of social media, social networking sites, and external sites and applications. (PL-4(1)(a))
· The rules of behavior shall restrict the posting of organizational information on public websites. (PL-4(1)(b))
· The rules of behavior shall restrict the use of organization-provided identifiers, such as email addresses, and authentication secrets, such as passwords, to create accounts on external sites and applications. (PL-4(1)(c))
Baseline selection (PL-10)
· Each [System owner] shall select a control baseline for the system, based on its security categorization, and record the selection in the system security plan. (PL-10)
· A system that processes personally identifiable information shall also apply the privacy control baseline. (PL-10)
Federal systems
Federal systems select the SP 800-53B security baseline that matches the system’s impact level: the highest impact level for confidentiality, integrity and availability under FIPS 199, as FIPS 200 specifies.
· The [System owner] shall select the baseline that matches the system’s FIPS 199 impact level. (PL-10)
Baseline tailoring (PL-11)
· Each [System owner] shall tailor the selected control baseline by applying specified tailoring actions. (PL-11)
· The [System owner] shall document each tailoring decision, with its rationale, in the system security plan, and have the authorizing official approve it with the plan. (PL-11)
Program Management (PM)
Information security program plan (PM-1)
· The [Chief Information Security Officer] shall develop, maintain and disseminate an organization-wide information security program plan. (PM-1a)
· The plan shall give an overview of the requirements for the security program, and describe the program management controls and common controls in place or planned to meet them. (PM-1a.1)
· The plan shall identify and assign roles and responsibilities, and describe management commitment, coordination among organizational entities, and compliance. (PM-1a.2)
· The plan shall reflect the coordination among the organizational entities responsible for information security. (PM-1a.3)
· The [Senior leader], as the senior official accountable for the risk the organization incurs, shall approve the plan. (PM-1a.4)
· The [Chief Information Security Officer] shall disseminate the approved plan to every system owner and authorizing official and to the leaders of the functions named under Coordination. (PM-1a)
· The [Chief Information Security Officer] shall review and update the plan [Fill in: the frequency at which to review and update the organization-wide information security program plan. Typical: annually] and following [Fill in: events that trigger the review and update of the organization-wide information security program plan. Typical: a significant change to the organization’s mission, structure, risk tolerance or systems, a major incident, or a finding from an assessment or audit of the program]. (PM-1b)
· The [Chief Information Security Officer] shall protect the plan from unauthorized disclosure and modification by limiting who can change it and keeping each approved version. (PM-1c)
Federal systems
For federal agencies, this policy carries out the agency-wide information security program required by the Federal Information Security Modernization Act of 2014 (44 U.S.C. § 3554(b)) and OMB Circular A-130, Appendix I, Responsibilities for Protecting and Managing Federal Information Resources.
· The program plan shall carry out the agency-wide information security program that 44 U.S.C. § 3554(b) requires. (PM-1a)
Information security program leadership role (PM-2)
· The [Senior leader] shall appoint a [Chief Information Security Officer] to coordinate, develop, implement and maintain the organization-wide information security program. (PM-2)
· The [Senior leader] shall record the appointment in writing and give the [Chief Information Security Officer] the mission and resources the role needs. (PM-2)
Federal systems
FISMA requires the agency head to delegate to the Chief Information Officer the authority to ensure compliance, including designating a senior agency information security officer who has information security duties as that official’s primary duty and heads an office with the mission and resources to assist in ensuring compliance (44 U.S.C. § 3554(a)(3)(A)).
· The [Chief Information Security Officer] shall be the senior agency information security officer designated under 44 U.S.C. § 3554(a)(3)(A), with information security duties as that official’s primary duty. (PM-2)
Information security and privacy resources (PM-3)
· The [Chief Information Security Officer] and the [Senior privacy official] shall identify the resources the information security and privacy programs need, for each capital planning and investment request. (PM-3a)
· The [Senior leader] shall include those resources in capital planning and investment requests, and document every exception. (PM-3a)
· The [Chief Information Security Officer] and the [Senior privacy official] shall prepare the security and privacy documentation that capital planning and investment requests require under applicable laws, regulations, policies and standards. (PM-3b)
· The [Senior leader] shall make the planned information security and privacy resources available for expenditure. (PM-3c)
Plan of action and milestones process (PM-4)
· The [Chief Information Security Officer] shall maintain a process that ensures plans of action and milestones are developed and maintained for the information security, privacy and supply chain risk management programs and for each organizational system. (PM-4a.1)
· Each plan of action and milestones shall document the remedial actions planned to respond to risk to organizational operations and assets, individuals, other organizations and the Nation. (PM-4a.2)
· The [Chief Information Security Officer] shall report plans of action and milestones to the [Senior leader] [Fill in: how often, for example quarterly], and to regulators and customers as laws and contracts require. (PM-4a.3)
· The [Chief Information Security Officer] shall review plans of action and milestones for consistency with the risk management strategy and the organization-wide priorities for risk response. (PM-4b)
System inventory (PM-5)
· The [Chief Information Security Officer] shall maintain an inventory of organizational systems and update it [Fill in: the frequency at which to update the inventory of organizational systems. Typical: quarterly, and whenever a system is authorized, significantly changed or retired]. (PM-5)
· Each [System owner] shall add a system to the inventory before it is authorized or placed in operation. (PM-5)
Federal systems
The Paperwork Reduction Act requires each agency head to maintain an inventory of major information systems, updated at least annually (44 U.S.C. § 3505(c)).
· The [Chief Information Security Officer] shall update the inventory at least annually and whenever the agency adds, significantly changes or retires a major information system. (PM-5)
Inventory of personally identifiable information (PM-5(1))
· The [Senior privacy official] shall establish, maintain and update [Fill in: the frequency at which to update the inventory of systems, applications, and projects that process personally identifiable information. Typical: at least annually, and whenever a privacy impact assessment is completed or updated] an inventory of all systems, applications and projects that process personally identifiable information. (PM-5(1))
Measures of performance (PM-6)
· The [Chief Information Security Officer] shall develop, monitor and report on measures of performance for the information security program. (PM-6)
· The [Senior privacy official] shall develop, monitor and report on measures of performance for the privacy program. (PM-6)
· The [Chief Information Security Officer] and the [Senior privacy official] shall report the results to the [Senior leader]. (PM-6)
Enterprise architecture (PM-7)
· The [Chief Information Security Officer] shall ensure the enterprise architecture is developed and maintained with consideration for information security, privacy and the resulting risk to organizational operations and assets, individuals, other organizations and the Nation. (PM-7)
· The [Senior privacy official] shall review changes to the enterprise architecture that affect the processing of personally identifiable information. (PM-7)
Offloading (PM-7(1))
· Each [System owner] shall offload [Fill in: non-essential functions or services to be offloaded. Typical: non-essential services, such as email, file sharing and public web hosting, on systems that support mission-essential functions] to other systems, system components or an external provider. (PM-7(1))
Critical infrastructure plan (PM-8)
· The [Chief Information Security Officer] and the [Senior privacy official] shall address information security and privacy issues when the organization develops, documents and updates its critical infrastructure and key resources protection plan. (PM-8)
Risk management strategy (PM-9)
· The [Chief Information Security Officer] shall develop an organization-wide risk management strategy for security risk to organizational operations and assets, individuals, other organizations and the Nation from the operation and use of organizational systems. (PM-9a.1)
· The strategy shall also address privacy risk to individuals from the authorized processing of personally identifiable information, developed with the [Senior privacy official]. (PM-9a.2)
· The [Senior leader] shall approve the strategy. (PM-9a)
· The [Chief Information Security Officer] shall implement the strategy consistently across the organization. (PM-9b)
· The [Chief Information Security Officer] shall review and update the strategy [Fill in: the frequency at which to review and update the risk management strategy. Typical: annually], and whenever organizational changes require it. (PM-9c)
Authorization process (PM-10)
· The [Chief Information Security Officer] shall manage the security and privacy state of organizational systems, and the environments they operate in, through an authorization process. (PM-10a)
· The [Senior leader] shall designate the individuals who fill the roles in the risk management process, including an authorizing official for each system. (PM-10b)
· The [Chief Information Security Officer] shall integrate the authorization process into the organization-wide risk management program. (PM-10c)
Mission and business process definition (PM-11)
· The [Senior leader] shall ensure the organization’s mission and business processes are defined with consideration for information security, privacy and the resulting risk to organizational operations and assets, individuals, other organizations and the Nation. (PM-11a)
· The [Chief Information Security Officer] and the [Senior privacy official] shall determine the information protection and personally identifiable information processing needs that arise from those processes. (PM-11b)
· The [Senior leader] shall review and revise the mission and business processes [Fill in: the frequency at which to review and revise the mission and business processes. Typical: annually, and whenever the organization changes its mission, structure or major services]. (PM-11c)
Insider threat program (PM-12)
· The [Chief Information Security Officer] shall implement an insider threat program. (PM-12)
· The program shall include a cross-discipline insider threat incident handling team, with members from at least security, human resources, legal and privacy. (PM-12)
Federal systems
Executive Order 13587 (October 7, 2011), section 2.1(b), requires the heads of agencies that operate or access classified computer networks to “implement an insider threat detection and prevention program consistent with guidance and standards developed by the Insider Threat Task Force” that section 6 establishes.
· If the agency operates or accesses classified computer networks, the insider threat program shall meet Executive Order 13587, section 2.1(b), and the guidance and standards of the Insider Threat Task Force. (PM-12)
Security and privacy workforce (PM-13)
· The [Chief Information Security Officer] and the [Senior privacy official] shall establish a security and privacy workforce development and improvement program. (PM-13)
· The program shall define the knowledge and skills each security and privacy role needs, and the training and development that build them. (PM-13)
Testing, training and monitoring (PM-14)
· The [Chief Information Security Officer] shall maintain a process that ensures the organization’s plans for security and privacy testing, training and monitoring of organizational systems are developed and maintained. (PM-14a.1)
· The [Chief Information Security Officer] shall track that those plans continue to be carried out. (PM-14a.2)
· The [Chief Information Security Officer] shall review the testing, training and monitoring plans for consistency with the risk management strategy and the organization-wide priorities for risk response. (PM-14b)
Security and privacy groups and associations (PM-15)
· The [Chief Information Security Officer] shall establish and maintain contact with selected security and privacy groups and associations, and record which ones. (PM-15)
· The organization shall use those contacts to support ongoing security and privacy education and training for its personnel. (PM-15a)
· The organization shall use those contacts to stay current with recommended security and privacy practices, techniques and technologies. (PM-15b)
· The organization shall use those contacts to share current security and privacy information, including threats, vulnerabilities and incidents. (PM-15c)
Threat awareness program (PM-16)
· The [Chief Information Security Officer] shall implement a threat awareness program. (PM-16)
· The program shall include a capability to share threat intelligence with other organizations. (PM-16)
Automated means for sharing threat intelligence (PM-16(1))
· The [Security operations team] shall use automated mechanisms to share threat intelligence, such as machine-readable feeds exchanged with sharing partners. (PM-16(1))
Protecting controlled unclassified information on external systems (PM-17)
· The [Chief Information Security Officer] shall establish policy and procedures to ensure that requirements for protecting controlled unclassified information processed, stored or transmitted on external systems are implemented in accordance with applicable laws, regulations, policies and standards. (PM-17a)
· The [Chief Information Security Officer] shall review and update that policy [Fill in: the frequency at which to review and update the policy. Typical: annually]. (PM-17b)
· The [Chief Information Security Officer] shall review and update those procedures [Fill in: the frequency at which to review and update the procedures. Typical: annually]. (PM-17b)
Federal systems
Under 32 CFR 2002.14(h)(2), agencies must use NIST SP 800-171 when establishing security requirements to protect CUI’s confidentiality on non-federal information systems. 32 CFR 2002.2 still incorporates the June 2015 edition of SP 800-171 by reference, while NIST’s current revision is SP 800-171 Rev. 3 (May 2024), so each agreement should name the revision it requires. As of October 2026.
· Each agreement that shares CUI with a non-federal organization shall require the recipient to protect it as 32 CFR 2002.14(h) requires, and shall name the revision of NIST SP 800-171 that applies. (PM-17a)
Privacy program plan (PM-18)
· The [Senior privacy official] shall develop and disseminate an organization-wide privacy program plan that gives an overview of the privacy program. (PM-18a)
· The plan shall describe the structure of the privacy program and the resources dedicated to it. (PM-18a.1)
· The plan shall give an overview of the requirements for the privacy program, and describe the privacy program management controls and common controls in place or planned to meet them. (PM-18a.2)
· The plan shall include the role of the [Senior privacy official], and identify the roles and responsibilities of other privacy officials and staff. (PM-18a.3)
· The plan shall describe management commitment, compliance, and the strategic goals and objectives of the privacy program. (PM-18a.4)
· The plan shall reflect coordination among the organizational entities responsible for the different aspects of privacy. (PM-18a.5)
· The [Senior leader], as the senior official accountable for the privacy risk the organization incurs, shall approve the plan. (PM-18a.6)
· The [Senior privacy official] shall update the plan [Fill in: the frequency of updates to the privacy program plan. Typical: annually], and to address changes in privacy law and policy, organizational changes, and problems found during plan implementation or privacy control assessments. (PM-18b)
Federal systems
OMB Circular A-130, Appendix II, requires each agency to develop, maintain and update an organization-wide privacy program plan.
· The plan shall address the changes in federal privacy laws and policy that apply to the agency. (PM-18b)
Privacy program leadership role (PM-19)
· The [Senior leader] shall appoint a [Senior privacy official] with the authority, mission, accountability and resources to coordinate, develop and implement applicable privacy requirements and manage privacy risk through the organization-wide privacy program. (PM-19)
· The [Senior leader] shall record the appointment in writing. (PM-19)
Federal systems
OMB Circular A-130 (July 28, 2016) requires each agency head to designate a Senior Agency Official for Privacy.
· The [Senior privacy official] shall be the Senior Agency Official for Privacy the agency head designates under OMB Circular A-130. (PM-19)
Dissemination of privacy program information (PM-20)
· The [Senior privacy official] shall maintain a privacy webpage on the organization’s principal public website as the central source of information about the privacy program. (PM-20)
· The page shall give the public information about the organization’s privacy activities and a way to contact the [Senior privacy official]. (PM-20a)
· The page shall make the organization’s privacy practices and reports publicly available. (PM-20b)
· The page shall list a public email address or phone line for feedback and questions to the privacy office. (PM-20c)
Federal systems
OMB M-23-22, Delivering a Digital-First Public Experience (September 2023), requires each agency’s privacy program page to be located at www.[agency].gov/privacy, as of September 2026.
· The privacy webpage shall be located at the address M-23-22 requires, www.[agency].gov/privacy. (PM-20)
Privacy policies on websites, applications and digital services (PM-20(1))
· The [Senior privacy official] shall ensure a privacy policy is posted on every external-facing website, mobile application and other digital service. (PM-20(1))
· Each privacy policy shall be written in plain language and organized so that it is easy to understand and navigate. (PM-20(1)(a))
· Each privacy policy shall give the public the information it needs to decide whether and how to interact with the organization. (PM-20(1)(b))
· Each privacy policy shall be updated whenever the organization makes a substantive change to the practices it describes, and shall show the date of the latest change. (PM-20(1)(c))
Accounting of disclosures (PM-21)
· The [Senior privacy official] shall ensure an accurate accounting is kept of each disclosure of personally identifiable information, recording the date, nature and purpose of the disclosure. (PM-21a.1)
· The accounting shall record the name and address, or other contact information, of the individual or organization that received the disclosure. (PM-21a.2)
· The accounting shall be kept for as long as the personally identifiable information is maintained or five years after the disclosure, whichever is longer. (PM-21b)
· The [Senior privacy official] shall make the accounting available, on request, to the individual the information is about. (PM-21c)
Federal systems
For records in a Privacy Act system of records, 5 U.S.C. § 552a(c) sets this accounting. It excludes disclosures to agency employees who need the record for their duties (subsection (b)(1)) and disclosures the Freedom of Information Act requires (subsection (b)(2)). It does not require the accounting to be shown to the individual for law enforcement disclosures under subsection (b)(7).
· The [Senior privacy official] shall keep the accounting of disclosures from each system of records as 5 U.S.C. § 552a(c) requires. (PM-21)
Personally identifiable information quality management (PM-22)
· The [Senior privacy official] shall develop and document organization-wide policies and procedures for reviewing personally identifiable information for accuracy, relevance, timeliness and completeness across the information life cycle. (PM-22a)
· The [Senior privacy official] shall develop and document organization-wide policies and procedures for correcting or deleting inaccurate or outdated personally identifiable information. (PM-22b)
· The [Senior privacy official] shall develop and document organization-wide policies and procedures for notifying individuals or other appropriate entities of corrected or deleted personally identifiable information. (PM-22c)
· The [Senior privacy official] shall develop and document organization-wide policies and procedures for appeals of adverse decisions on correction or deletion requests. (PM-22d)
Data governance body (PM-23)
· The [Senior leader] shall establish a data governance body made up of [Fill in: the roles of a Data Governance Body. Typical: the chief data officer (chair), the chief information officer, the chief information security officer, the senior privacy official, the records manager and the owners of major data sets], with responsibility for [Fill in: the responsibilities of a Data Governance Body. Typical: setting data governance policy, approving data sharing agreements, and resolving data quality and access issues]. (PM-23)
Data integrity board (PM-24)
· Where [Organization name] conducts or takes part in a matching program, the [Senior leader] shall establish a data integrity board. (PM-24)
· The board shall review each proposal to conduct or take part in a matching program before the organization commits to it. (PM-24a)
· The board shall review, each year, every matching program the organization took part in. (PM-24b)
Federal systems
The Privacy Act requires every agency that conducts or participates in a matching program to establish a Data Integrity Board, which reviews matching proposals and reviews all of the agency’s matching programs each year (5 U.S.C. § 552a(u)).
· The data integrity board shall be established, staffed and run as 5 U.S.C. § 552a(u) requires. (PM-24)
Minimization of personally identifiable information used in testing, training and research (PM-25)
· The [Senior privacy official] shall develop, document and implement policies and procedures for using personally identifiable information in internal testing, training and research. (PM-25a)
· Internal testing, training and research shall use no more personally identifiable information than the purpose needs, and shall use synthetic or de-identified data wherever it serves the purpose. (PM-25b)
· The [Senior privacy official] shall authorize each use of personally identifiable information for internal testing, training or research before it begins. (PM-25c)
· The [Senior privacy official] shall review those policies [Fill in: the frequency for reviewing policies that address the use of personally identifiable information for internal testing, training, and research. Typical: annually] and update them [Fill in: the frequency for updating policies that address the use of personally identifiable information for internal testing, training, and research. Typical: annually, and whenever the review finds a change is needed]. (PM-25d)
· The [Senior privacy official] shall review those procedures [Fill in: the frequency for reviewing procedures that address the use of personally identifiable information for internal testing, training, and research. Typical: annually] and update them [Fill in: the frequency for updating procedures that address the use of personally identifiable information for internal testing, training, and research. Typical: annually, and whenever the review finds a change is needed]. (PM-25d)
Complaint management (PM-26)
· The [Senior privacy official] shall implement a process for receiving and responding to complaints, concerns and questions from individuals about the organization’s security and privacy practices. (PM-26)
· The process shall offer ways to file that are easy to use and readily accessible to the public. (PM-26a)
· The process shall tell individuals all the information they need to file a complaint successfully. (PM-26b)
· The process shall track each complaint so that it is reviewed within [Fill in: the time period in which complaints (including concerns or questions) from individuals are to be reviewed. Typical: 5 business days] and addressed within [Fill in: the time period in which complaints (including concerns or questions) from individuals are to be addressed. Typical: 30 days]. (PM-26c)
· The [Senior privacy official] shall acknowledge receipt of each complaint, concern or question within [Fill in: the time period for acknowledging the receipt of complaints. Typical: 3 business days]. (PM-26d)
· The [Senior privacy official] shall respond to each complaint, concern or question within [Fill in: the time period for responding to complaints. Typical: 30 days]. (PM-26e)
Privacy reporting (PM-27)
· The [Senior privacy official] shall develop [Fill in: privacy reports. Typical: an annual privacy program report, summaries of privacy impact assessments, and breach reports]. (PM-27a)
· The [Senior privacy official] shall disseminate the reports to [Fill in: privacy oversight bodies. Typical: the board of directors or its audit committee, and regulators where law requires], to demonstrate accountability with statutory, regulatory and policy privacy mandates. (PM-27a.1)
· The [Senior privacy official] shall disseminate the reports to [Fill in: officials responsible for monitoring privacy program compliance. Typical: the senior leader, the chief information security officer and general counsel] and other personnel responsible for monitoring privacy program compliance. (PM-27a.2)
· The [Senior privacy official] shall review and update the reports [Fill in: the frequency for reviewing and updating privacy reports. Typical: annually]. (PM-27b)
Risk framing (PM-28)
· The [Chief Information Security Officer] shall identify and document the assumptions affecting risk assessment, risk response and risk monitoring. (PM-28a.1)
· The [Chief Information Security Officer] shall identify and document the constraints affecting risk assessment, risk response and risk monitoring. (PM-28a.2)
· The [Chief Information Security Officer] shall identify and document the priorities and trade-offs the organization considers in managing risk. (PM-28a.3)
· The [Senior leader] shall set and document the organization’s risk tolerance. (PM-28a.4)
· The [Chief Information Security Officer] shall distribute the results of risk framing to [Fill in: the personnel to receive the results of risk framing activities. Typical: authorizing officials, system owners, information owners, the leaders of mission and business functions, the senior privacy official, and the senior accountable official for risk management]. (PM-28b)
· The [Chief Information Security Officer] shall review and update the risk framing [Fill in: the frequency for reviewing and updating risk framing considerations. Typical: annually, with the risk management strategy]. (PM-28c)
Risk management program leadership roles (PM-29)
· The [Senior leader] shall appoint a senior accountable official for risk management to align the organization’s information security and privacy management processes with its strategic, operational and budgetary planning. (PM-29a)
· The [Senior leader] shall establish a risk executive function to view and analyze risk from an organization-wide perspective and keep risk management consistent across the organization. (PM-29b)
Supply chain risk management strategy (PM-30)
· The [Chief Information Security Officer] shall develop an organization-wide strategy for managing supply chain risks associated with the development, acquisition, maintenance and disposal of systems, system components and system services. (PM-30a)
· The [Chief Information Security Officer] shall implement the supply chain risk management strategy consistently across the organization. (PM-30b)
· The [Chief Information Security Officer] shall review and update the supply chain risk management strategy [Fill in: the frequency for reviewing and updating the supply chain risk management strategy. Typical: annually], and whenever organizational changes require it. (PM-30c)
Suppliers of critical or mission-essential items (PM-30(1))
· The [Chief Information Security Officer] shall identify and prioritize the suppliers of critical or mission-essential technologies, products and services. (PM-30(1))
· The [Chief Information Security Officer] shall assess each of those suppliers for supply chain risk. (PM-30(1))
Continuous monitoring strategy (PM-31)
· The [Chief Information Security Officer] shall develop an organization-wide continuous monitoring strategy and implement continuous monitoring programs that follow it. (PM-31)
· The programs shall monitor these organization-wide metrics: [Fill in: the metrics for organization-wide continuous monitoring. Typical: systems with a current authorization, plan of action items past due, vulnerabilities remediated within the required times, and staff with current security awareness training]. (PM-31a)
· The programs shall monitor control effectiveness [Fill in: the frequencies for monitoring. Typical: continuously for automated controls, and at least monthly for vulnerability, configuration and account data]. (PM-31b)
· The programs shall assess control effectiveness [Fill in: the frequencies for assessing control effectiveness. Typical: a third of each system’s controls each year, so every control is assessed at least every three years]. (PM-31b)
· The programs shall monitor the organization-wide metrics on an ongoing basis, as the strategy sets out. (PM-31c)
· The programs shall correlate and analyze the information that control assessments and monitoring produce. (PM-31d)
· The programs shall take response actions to address the results of that analysis. (PM-31e)
· The [Chief Information Security Officer] shall report the security status of organizational systems to [Fill in: the personnel or roles for reporting the security status of organizational systems to. Typical: the senior leader and the authorizing officials] [Fill in: the frequency at which to report the security status of organizational systems. Typical: monthly]. (PM-31f)
· The [Senior privacy official] shall report the privacy status of organizational systems to [Fill in: the personnel or roles for reporting the privacy status of organizational systems to. Typical: the senior leader and the authorizing officials] [Fill in: the frequency at which to report the privacy status of organizational systems. Typical: quarterly]. (PM-31f)
Purposing (PM-32)
· The [Chief Information Security Officer] shall analyze [Fill in: the systems or system components supporting mission-essential services or functions. Typical: the systems and components that support mission-essential functions, as the business impact analysis identifies them] to ensure their information resources are used consistently with their intended purpose. (PM-32)
Personnel Security (PS)
Position risk designation (PS-2)
· The [Human resources office] shall assign a risk designation to every organizational position, in consultation with the [Chief Information Security Officer]. (PS-2a)
· The [Human resources office] shall establish screening criteria for the individuals who fill each position, according to its risk designation. (PS-2b)
· The [Human resources office] shall review and update position risk designations [Fill in: the frequency at which to review and update position risk designations. Typical: at least every 3 years, and whenever a position’s duties change]. (PS-2c)
Federal systems
5 CFR 731.106 (OPM; last amended June 30, 2026) requires the agency head to designate every covered position, including positions filled by contractor employees, “at high, moderate, or low risk level” by the position’s potential for adverse impact to the efficiency or integrity of the service. Each such position also gets a sensitivity designation: Special-Sensitive, Critical-Sensitive, Noncritical-Sensitive or Non-sensitive (731.106(c)(2)); 5 CFR 1400.201 defines the levels for national security positions. OPM and the Defense Counterintelligence and Security Agency provide the Position Designation Tool for making these designations. Checked September 2026.
· The [Human resources office] shall designate each covered position, including positions filled by contractor employees, at a high, moderate or low risk level, as 5 CFR 731.106(a) requires. (PS-2a)
· The [Human resources office] shall give each covered position a sensitivity designation under 5 CFR 731.106(c)(2) and 5 CFR part 1400. (PS-2a)
Personnel screening (PS-3)
· The [Human resources office] shall screen each individual, according to the screening criteria for their position, before the individual is authorized to access a system. (PS-3a)
· The [Human resources office] shall rescreen individuals when [Fill in: conditions requiring rescreening of individuals. Typical: the individual moves to a position with a higher risk designation, or information comes to light that raises a concern about their suitability], and, where the screening criteria call for periodic rescreening, [Fill in: the frequency of rescreening individuals where it is so indicated. Typical: every 5 years for positions designated high risk]. (PS-3b)
Federal systems
5 CFR 731.106 (as amended June 30, 2026) requires a background investigation for each individual entering a covered position, initiated before appointment where possible (731.106(c)(1)), and bars criminal or credit history inquiries before a conditional offer of employment, with limited exceptions (731.106(g)). Rescreening is now continuous vetting: “Continuous vetting for an individual in a public trust position satisfies the requirement for a periodic reinvestigation” (731.106(d)(1)), and an upgraded investigation for a move to a higher risk level “should be initiated within 14 days” (731.106(e)). FIPS 201-3 (January 2022), section 2.2, requires the FBI National Criminal History Check to be completed and favorably adjudicated before a PIV Card is issued to someone with no prior investigation. Checked September 2026.
· The [Human resources office] shall initiate the background investigation the position’s risk level requires before the individual is appointed, or as soon as possible where it was not initiated in time. (PS-3a)
· The [Human resources office] shall not ask an applicant about criminal or credit history before a conditional offer of employment, except as 5 CFR 731.106(g) allows. (PS-3a)
· The [Human resources office] shall ensure the FBI National Criminal History Check is completed and favorably adjudicated before a PIV Card is issued to an individual with no prior investigation. (PS-3a)
· The [Human resources office] shall ensure individuals in positions subject to investigation are continuously vetted under 5 CFR 731.106(d) and the standards OPM issues. (PS-3b)
· The [Human resources office] shall notify each covered employee of the continuous vetting requirements. (PS-3b)
· The [Human resources office] shall initiate any upgraded investigation within 14 days after an individual’s move to a higher position risk level is final. (PS-3b)
Personnel termination (PS-4)
· The [Account manager] shall disable the individual’s system access within [Fill in: a time period within which to disable system access. Typical: 24 hours, or the same day for privileged users; for an involuntary termination, no later than when the individual is told] of the termination of their employment. (PS-4a)
· The [Account manager] shall terminate or revoke every authenticator and credential associated with the individual, including tokens, certificates and building passes. (PS-4b)
· The [Human resources office] shall conduct an exit interview with the individual that includes a discussion of [Fill in: information security topics to be discussed when conducting exit interviews. Typical: the individual’s continuing duty not to disclose organizational information, the return of all organizational property and information, and that former credentials must not be used]. (PS-4c)
· The [Supervisor] shall retrieve all security-related organizational property from the individual, such as devices, authentication tokens, keys, identification cards and building passes. (PS-4d)
· The [Supervisor] shall ensure the organization keeps access to the organizational information and systems the individual controlled. (PS-4e)
Federal systems
FIPS 201-3 (January 2022), section 2.9.4, requires a PIV Card to be terminated when, among other circumstances, “A federal employee separates (voluntarily or involuntarily) from federal service” or “A contractor changes positions and no longer needs access to federal buildings or systems.” Checked September 2026.
· The [Human resources office] shall ensure the PIV Card issuer terminates the individual’s PIV Card in each circumstance FIPS 201-3 section 2.9.4 lists, including separation from federal service. (PS-4b)
Personnel transfer (PS-5)
· The [Supervisor] shall review and confirm the ongoing operational need for an individual’s current logical and physical access authorizations to systems and facilities when the individual is reassigned or transferred to another position within the organization. (PS-5a)
· The [Human resources office] shall initiate [Fill in: transfer or reassignment actions to be initiated following transfer or reassignment. Typical: a review of the individual’s access by the losing and gaining supervisors, removal of access the new position does not need, and the return or issue of keys, badges and equipment] within [Fill in: the time period within which transfer or reassignment actions must occur following transfer or reassignment. Typical: 5 business days] following the formal transfer action. (PS-5b)
· The [Account manager] shall modify the individual’s access authorizations to match any change in operational need caused by the reassignment or transfer. (PS-5c)
· The [Human resources office] shall notify [Fill in: personnel or roles to be notified when individuals are reassigned or transferred to other positions within the organization. Typical: the account managers and system owners of the systems the individual has access to] of the reassignment or transfer within [Fill in: time period within which to notify organization-defined personnel or roles when individuals are reassigned or transferred to other positions within the organization. Typical: 24 hours]. (PS-5d)
Access agreements (PS-6)
· The [Chief Information Security Officer] shall develop and document access agreements for organizational systems. (PS-6a)
· The [Chief Information Security Officer] shall review and update the access agreements [Fill in: the frequency at which to review and update access agreements. Typical: annually]. (PS-6b)
· The [Account manager] shall verify that each individual who requires access to organizational information and systems has signed the appropriate access agreements before granting access. (PS-6c.1)
· The [Account manager] shall verify that each individual re-signs the access agreements when they are updated, and [Fill in: the frequency at which to re-sign access agreements to maintain access to organizational information. Typical: annually], to keep access to organizational systems. (PS-6c.2)
· The [Account manager] shall suspend the access of an individual who does not re-sign an updated access agreement until the individual signs it. (PS-6c.2)
External personnel security (PS-7)
· The [Chief Information Security Officer] shall establish personnel security requirements, including security roles and responsibilities, for external providers. (PS-7a)
· The [Chief Information Security Officer] shall require external providers to comply with the organization’s personnel security policies and procedures. (PS-7b)
· The [Chief Information Security Officer] shall document personnel security requirements for external providers in their contracts or agreements. (PS-7c)
· The [Chief Information Security Officer] shall require external providers to notify [Fill in: personnel or roles to be notified of any personnel transfers or terminations of external personnel who possess organizational credentials and/or badges or who have system privileges. Typical: the organization’s contract manager for the provider, and the account managers of the systems the individual has access to] within [Fill in: time period within which third-party providers are required to notify organization-defined personnel or roles of any personnel transfers or terminations of external personnel who possess organizational credentials and/or badges or who have system privileges. Typical: 24 hours] of any transfer or termination of their personnel who hold organizational credentials or badges, or who have system privileges. (PS-7d)
· The [Chief Information Security Officer] shall monitor external provider compliance with personnel security requirements. (PS-7e)
Personnel sanctions (PS-8)
· The [Human resources office] shall employ a formal sanctions process for individuals who fail to comply with the organization’s information security and privacy policies and procedures. (PS-8a)
· The [Human resources office] shall notify [Fill in: personnel or roles to be notified when a formal employee sanctions process is initiated. Typical: the Chief Information Security Officer, and the senior privacy official when the violation concerns privacy] within [Fill in: the time period within which organization-defined personnel or roles must be notified when a formal employee sanctions process is initiated. Typical: 2 business days] when a formal employee sanctions process is initiated, identifying the individual sanctioned and the reason for the sanction. (PS-8b)
Position descriptions (PS-9)
· The [Human resources office] shall incorporate security and privacy roles and responsibilities into organizational position descriptions. (PS-9)
Risk Assessment (RA)
Security categorization (RA-2)
· Each [System owner] shall categorize the system and the information it processes, stores and transmits. (RA-2a)
· The [System owner] shall document the categorization results, with the supporting rationale, in the system security plan. (RA-2b)
· The [System owner] shall have the authorizing official, or a designated representative, review and approve the categorization decision. (RA-2c)
· The [System owner] shall review the categorization whenever the system, the information it handles or its environment of operation changes significantly. (RA-2a)
Federal systems
Federal systems categorize information and systems under FIPS 199, Standards for Security Categorization of Federal Information and Information Systems (February 2004), and identify information types from NIST SP 800-60 Rev. 1 (August 2008; Volume 2 lists the types). A Rev. 2 initial working draft (January 2024) is not final, as of September 2026.
· The [System owner] shall identify the system’s information types using NIST SP 800-60. (RA-2a)
· The [System owner] shall categorize the system under FIPS 199, using the highest impact level of its information types for each security objective. (RA-2a)
Risk assessment (RA-3)
· Each [System owner] shall conduct a risk assessment of the system that identifies threats to and vulnerabilities in the system. (RA-3a.1)
· The risk assessment shall determine the likelihood and magnitude of harm from unauthorized access, use, disclosure, disruption, modification or destruction of the system, the information it processes, stores or transmits, and any related information. (RA-3a.2)
· For a system that processes personally identifiable information, the risk assessment shall determine the likelihood and impact of adverse effects on individuals arising from that processing. (RA-3a.3)
· The [System owner] shall integrate the organization’s risk management strategy, risk framing and mission or business process risk decisions into the system risk assessment. (RA-3b)
· The [System owner] shall document the risk assessment results in the [Select one: security and privacy plans; risk assessment report; [Assignment: organization-defined document]. Typical: risk assessment report]. (RA-3c)
· The [System owner] shall review the risk assessment results [Fill in: the frequency to review risk assessment results. Typical: annually]. (RA-3d)
· The [System owner] shall share the risk assessment results with [Fill in: personnel or roles to whom risk assessment results are to be disseminated. Typical: the authorizing official, the system owner and the Chief Information Security Officer]. (RA-3e)
· The [System owner] shall update the risk assessment [Fill in: the frequency to update the risk assessment. Typical: at least every three years], and whenever there are significant changes to the system, its environment of operation, or other conditions that may affect its security or privacy state. (RA-3f)
Supply chain risk assessment (RA-3(1))
· The [System owner] shall assess the supply chain risks associated with [Fill in: systems, system components, and system services to assess supply chain risks. Typical: each system, the components and services the criticality analysis (RA-9) identifies as critical, and the external services the system depends on]. (RA-3(1)(a))
· The [System owner] shall update the supply chain risk assessment [Fill in: the frequency at which to update the supply chain risk assessment. Typical: annually], when there are significant changes to the relevant supply chain, and when changes to the system, its environment of operation or other conditions call for it. (RA-3(1)(b))
Vulnerability monitoring and scanning (RA-5)
· Each [System owner] shall ensure the system and its hosted applications are monitored for vulnerabilities [Fill in: frequency for monitoring systems and hosted applications for vulnerabilities. Typical: continuously, through vendor advisories, vulnerability feeds and the CISA Known Exploited Vulnerabilities Catalog]. (RA-5a)
· The [System owner] shall ensure the system and its hosted applications are scanned for vulnerabilities [Fill in: frequency for scanning systems and hosted applications for vulnerabilities. Typical: at least monthly for infrastructure, and before each major release for applications], and when new vulnerabilities potentially affecting the system are identified and reported. (RA-5a)
· The [Chief Information Security Officer] shall provide vulnerability monitoring tools that use standards for enumerating platforms, software flaws and improper configurations, for formatting checklists and test procedures, and for measuring vulnerability impact. (RA-5b)
· The [Chief Information Security Officer] shall provide vulnerability monitoring tools that can readily update the vulnerabilities to be scanned. (RA-5f)
· The [System owner] shall analyze vulnerability scan reports and the results of vulnerability monitoring, and record any finding judged a false positive with the reason. (RA-5c)
· The [System owner] shall remediate legitimate vulnerabilities within [Fill in: response times to remediate legitimate vulnerabilities in accordance with an organizational assessment of risk. Typical: known exploited: as soon as possible, within days; critical and high: 30 days; moderate: 90 days; low: 180 days], in accordance with an organizational assessment of risk. (RA-5d)
· The [System owner] shall share information obtained from vulnerability monitoring and control assessments with [Fill in: personnel or roles with whom information obtained from the vulnerability scanning process and control assessments is to be shared. Typical: the owners of similar systems and the security operations team], to help eliminate similar vulnerabilities in other systems. (RA-5e)
Federal systems
CISA binding operational directives set minimums for federal civilian agencies (as of September 2026). BOD 26-04, Prioritizing Security Updates Based on Risk (June 10, 2026), sets remediation deadlines by exposure, KEV status, whether exploitation can be automated, and technical impact; its clock starts when CISA adds a vulnerability to the KEV catalog or the agency identifies it, whichever is first. BOD 23-01, Improving Asset Visibility and Vulnerability Detection on Federal Networks (October 3, 2022), requires automated asset discovery every 7 days and vulnerability enumeration across discovered assets every 14 days.
· The [System owner] shall remediate vulnerabilities no later than the deadlines CISA BOD 26-04 sets. (RA-5d)
· The [System owner] shall ensure the system’s assets are covered by automated asset discovery at least every 7 days and by vulnerability enumeration at least every 14 days, as CISA BOD 23-01 requires. (RA-5a)
Update vulnerabilities to be scanned (RA-5(2))
· The [System owner] shall ensure the vulnerabilities the scanning tools check for are updated [Select one or more: [Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are identified and reported. Typical: prior to a new scan]. (RA-5(2))
Public disclosure program (RA-5(11))
· The [Chief Information Security Officer] shall establish a public reporting channel for receiving reports of vulnerabilities in organizational systems and system components. (RA-5(11))
· The [Chief Information Security Officer] shall publish how to use the reporting channel and which systems it covers. (RA-5(11))
· The [Security operations team] shall acknowledge, analyze and track each report received through the channel. (RA-5(11))
Federal systems
CISA BOD 20-01, Develop and Publish a Vulnerability Disclosure Policy (September 2, 2020), requires federal civilian agencies to publish a vulnerability disclosure policy (in effect as of September 2026).
· The [Chief Information Security Officer] shall publish and maintain a vulnerability disclosure policy that meets CISA BOD 20-01. (RA-5(11))
Risk response (RA-7)
· Each [System owner] shall respond to findings from security and privacy assessments, monitoring and audits in accordance with the organizational risk tolerance set in the risk management strategy. (RA-7)
· The [System owner] shall record each response as a remediation, a plan of action and milestones item, or a risk acceptance. (RA-7)
· A risk to an authorized system shall be accepted only by its authorizing official, after consulting the roles the risk management strategy names for that risk level. (RA-7)
System and Services Acquisition (SA)
Allocation of resources (SA-2)
· The [System owner] shall determine the high-level information security and privacy requirements for the system or system service during mission and business process planning, before an acquisition or development begins. (SA-2a)
· The [System owner] shall determine and document the resources required to protect the system or system service, including acquisition, sustainment and supply chain risk management costs across the system development life cycle, as part of the organization’s capital planning and investment control process. (SA-2b)
· The [Senior leader] shall allocate the documented resources through the capital planning and investment control process, and record the reason for any shortfall. (SA-2b)
· The [Chief Information Security Officer] and the [Senior privacy official] shall ensure a discrete line item for information security and a discrete line item for privacy are established in the organization’s programming and budgeting documentation for the system. (SA-2c)
Federal systems
OMB Circular A-130, Appendix I, section 4.b(1) to (3), requires agencies to identify and plan for the resources needed to implement information security and privacy programs; to ensure that security and privacy are addressed throughout the life cycle of each agency information system, with security and privacy activities and costs identified and included in IT investment capital plans and budgetary requests; and to plan and budget to upgrade, replace or retire any system for which protections commensurate with risk cannot be effectively implemented. Section 4.e(6) requires the Senior Agency Official for Privacy to review IT capital investment plans and budgetary requests so that privacy requirements, and their costs, are explicitly identified and included. As of September 2026.
· The [System owner] shall identify the system’s security and privacy activities and costs in its IT investment capital plan and budgetary requests, as OMB Circular A-130, Appendix I, section 4.b(2), requires. (SA-2b)
· For a system that processes personally identifiable information, the [Senior privacy official] shall review the system’s IT capital investment plan and budgetary requests to confirm that privacy requirements and their costs are explicitly identified and included, as OMB Circular A-130, Appendix I, section 4.e(6), requires. (SA-2c)
System development life cycle (SA-3)
· The [System owner] shall acquire, develop and manage the system using [Fill in: system development life cycle. Typical: the organization’s documented system development life cycle, with security and privacy activities and a review gate in each phase: initiation, development or acquisition, implementation and assessment, operations and maintenance, and disposal] that incorporates information security and privacy considerations. (SA-3a)
· The [Chief Information Security Officer] and the [Senior privacy official] shall define and document the information security and privacy roles and responsibilities for each phase of the system development life cycle. (SA-3b)
· The [System owner] shall identify, in the system security plan, the individuals who hold information security and privacy roles and responsibilities for the system. (SA-3c)
· The [System owner] shall integrate the organization’s information security and privacy risk management process into the system development life cycle, so that categorization, control selection, implementation, assessment, authorization and monitoring take place in the phases the risk management process assigns them to. (SA-3d)
Federal systems
OMB Circular A-130, Appendix I, section 4.b(2), requires agencies to ensure that information security and privacy are addressed throughout the life cycle of each agency information system. As of September 2026.
· The [System owner] shall ensure information security and privacy are addressed in every phase of the system’s life cycle, from planning and acquisition through operation, maintenance and disposal, as OMB Circular A-130, Appendix I, section 4.b(2), requires. (SA-3a)
Acquisition process (SA-4)
· The [System owner] shall include the following requirements, descriptions and criteria, explicitly or by reference, using [Select one or more: standardized contract language; [Assignment: organization-defined contract language]. Typical: standardized contract language that the procurement office maintains and the Chief Information Security Officer and senior privacy official approve, with system-specific requirements added for each acquisition], in the acquisition contract for each system, system component or system service. (SA-4)
· The contract shall state the security and privacy functional requirements. (SA-4a)
· The contract shall state the strength of mechanism requirements, such as resistance to tampering, bypass and direct attack. (SA-4b)
· The contract shall state the security and privacy assurance requirements, including the development processes and the evidence from development and assessment that the supplier provides. (SA-4c)
· The contract shall state the controls needed to satisfy the security and privacy requirements, with any control parameter values the supplier must meet. (SA-4d)
· The contract shall state the security and privacy documentation requirements (SA-5). (SA-4e)
· The contract shall state the requirements for protecting security and privacy documentation. (SA-4f)
· The contract shall describe the system development environment and the environment in which the system is intended to operate. (SA-4g)
· The contract shall allocate responsibility for, or identify the parties responsible for, information security, privacy and supply chain risk management. (SA-4h)
· The contract shall state the acceptance criteria for the system, component or service. (SA-4i)
· The [Chief Information Security Officer] shall review each solicitation for a system, system component or system service for these requirements before it is issued, and the [Senior privacy official] shall review each one for a system that processes personally identifiable information. (SA-4)
Federal systems
OMB Circular A-130, Appendix I, section 4.j(1), requires agencies to ensure that the terms and conditions of contracts and other agreements involving Federal information incorporate security and privacy requirements sufficient to meet Federal and agency-specific requirements for its protection; section 4.j(5) requires them to include provisions for Federal Government notification and access, and for cooperation with agency personnel and Inspectors General. OMB M-26-05, Adopting a Risk-based Approach to Software and Hardware Security (January 23, 2026), rescinds M-22-18 and M-23-16, so agencies are no longer required to collect the Secure Software Development Attestation Form. It requires agencies to develop software and hardware assurance policies and processes that match their risk determinations, and lets them use the attestation form, and contract terms requiring a current software bill of materials on request, where they choose to. As of September 2026.
· The [System owner] shall ensure each contract or agreement involving Federal information incorporates the security and privacy requirements that apply to that information, and provisions for Federal Government notification and access and for cooperation with agency personnel and the Inspector General, as OMB Circular A-130, Appendix I, sections 4.j(1) and 4.j(5), require. (SA-4)
· The [Chief Information Security Officer] shall decide, for each acquisition of software or hardware and based on a risk assessment, whether to require a secure software development attestation or a software bill of materials, following the agency’s assurance policy under OMB M-26-05. (SA-4c)
Use of approved PIV products (SA-4(10))
· Where the system implements Personal Identity Verification (PIV) capability, the [System owner] shall employ only information technology products on the FIPS 201-approved products list for that capability. (SA-4(10))
· The [System owner] shall record the approved products list entry for each PIV product in the system’s component inventory, and replace a product that is moved to the removed products list. (SA-4(10))
Federal systems
FIPS 201-3, Personal Identity Verification (PIV) of Federal Employees and Contractors (January 2022), states in its preamble (item 7) that FIPS 201 compliance of PIV components and subsystems is provided through products and services from the General Services Administration’s approved products and services list, and in Appendix A.5 that products evaluated and approved under GSA’s FIPS 201 Evaluation Program are placed on the FIPS 201 Approved Products List to promote the procurement of conformant products by agencies. As of September 2026.
· The [System owner] shall acquire PIV card products, readers and physical access control system products for the system only from the FIPS 201 Approved Products List that GSA maintains. (SA-4(10))
System documentation (SA-5)
· The [System owner] shall obtain or develop administrator documentation for the system, system component or system service that describes its secure configuration, installation and operation. (SA-5a.1)
· The administrator documentation shall describe the effective use and maintenance of the security and privacy functions and mechanisms. (SA-5a.2)
· The administrator documentation shall describe known vulnerabilities regarding the configuration and use of administrative or privileged functions. (SA-5a.3)
· The [System owner] shall obtain or develop user documentation that describes the user-accessible security and privacy functions and mechanisms, and how to use them effectively. (SA-5b.1)
· The user documentation shall describe methods of user interaction that let individuals use the system, component or service more securely and protect individual privacy. (SA-5b.2)
· The user documentation shall describe users’ responsibilities for maintaining the security of the system, component or service and the privacy of individuals. (SA-5b.3)
· When documentation is unavailable or does not exist, the [System owner] shall document the attempts made to obtain it and [Fill in: actions to take when system, system component, or system service documentation is either unavailable or nonexistent. Typical: ask the manufacturer or supplier again and search its published material; where the documentation is essential to operating a control, write it in-house; and record any remaining gap as a risk in the risk register]. (SA-5c)
· The [System owner] shall distribute the documentation to [Fill in: personnel or roles to distribute system documentation to. Typical: the system owner, the system security officer and the system administrators]. (SA-5d)
· The [System owner] shall protect the documentation according to the system’s security category, restricting documentation that describes vulnerabilities to those who need it. (SA-5)
Federal systems
OMB Circular A-130, Appendix I, section 4.i(6), requires agencies to protect administrator, user and system documentation related to the design, development, testing, operation, maintenance and security of the hardware, firmware and software components of information systems. As of September 2026.
· The [System owner] shall protect the administrator, user and system documentation for the system’s hardware, firmware and software components, as OMB Circular A-130, Appendix I, section 4.i(6), requires. (SA-5)
Security and privacy engineering principles (SA-8)
· The [System owner] shall apply the following systems security and privacy engineering principles in the specification, design, development, implementation and modification of the system and system components: [Fill in: systems security and privacy engineering principles. Typical: for security, the principles for trustworthy secure design in NIST SP 800-160 Vol. 1 Rev. 1, Appendix E, that the system’s security architecture selects; for privacy, the objectives of predictability, manageability and disassociability from NIST IR 8062, and minimization (SA-8(33))]. (SA-8)
· The [System owner] shall record in the security and privacy architectures (PL-8) the principles applied to the system, and the reason for any principle not applied. (SA-8)
· For an existing system, the [System owner] shall apply the principles to upgrades and modifications to the extent feasible, given the current state of its hardware, software and firmware. (SA-8)
External system services (SA-9)
· The [System owner] shall require that providers of external system services comply with the organization’s security and privacy requirements and employ [Fill in: controls to be employed by external system service providers. Typical: the controls of the system’s baseline that the provider is responsible for, per the shared responsibility matrix, with evidence from an independent attestation]. (SA-9a)
· The [System owner] shall record those requirements in the contract or service agreement before the service is used. (SA-9a)
· The [System owner] shall define and document the organization’s oversight roles and responsibilities, and the user roles and responsibilities, for each external system service, including a shared responsibility matrix. (SA-9b)
· The [System owner] shall employ [Fill in: processes, methods, and techniques employed to monitor control compliance by external service providers. Typical: annual review of independent attestation reports, review of the provider’s continuous monitoring or status reports, and contract service reviews] to monitor the provider’s control compliance on an ongoing basis. (SA-9c)
· The [System owner] shall follow up each exception in a provider’s attestation report, and each customer control the report expects the organization to operate, and record weaknesses that affect the system in its plan of action and milestones (CA-5). (SA-9c)
Federal systems
OMB Circular A-130, Appendix I, section 4.j(2)(a) and (b), requires agencies to provide oversight of information systems used or operated by contractors or other entities on behalf of the Federal Government, including documented oversight policies and procedures and ensuring that the security and privacy controls of those systems and services are effectively implemented and comply with NIST standards and guidelines and agency requirements. Under OMB M-24-15, Modernizing the Federal Risk and Authorization Management Program (July 25, 2024), agencies must obtain and maintain a FedRAMP authorization for cloud products and services that create, collect, process, store or maintain federal information on the agency’s behalf, unless the memo places them out of scope. As of September 2026.
· The [System owner] shall ensure each cloud product or service within the scope of OMB M-24-15 has a FedRAMP authorization before it processes federal information, and that the agency issues its own authorization to use it. (SA-9a)
· The [System owner] shall document the agency’s oversight of each system a contractor or other entity operates on its behalf, and verify that its controls are effectively implemented, as OMB Circular A-130, Appendix I, section 4.j(2), requires. (SA-9c)
Unsupported system components (SA-22)
· The [System owner] shall replace system components when support for them is no longer available from the developer, vendor or manufacturer. (SA-22a)
· The [System owner] shall plan and budget each replacement before the component’s announced end-of-support date. (SA-22a)
· Where a component cannot be replaced by its end-of-support date, the [System owner] shall provide the following options for alternative sources of continued support: [Select one or more: in-house support; [Assignment: organization-defined support from external providers]. Typical: support from an external provider under contract, such as extended vendor support or a third-party support provider; in-house support only for an isolated component whose replacement is scheduled]. (SA-22b)
· The authorizing official shall approve each continued use of an unsupported component, for a set period, with the compensating measures recorded and the replacement tracked in the plan of action and milestones. (SA-22b)
Federal systems
OMB Circular A-130, Appendix I, section 4.i(8), requires agencies to prohibit the use of unsupported information systems and system components, and to give systems and components that cannot be appropriately protected a high priority for upgrade or replacement; section 5.p allows the same exceptions as NIST’s SA-22 discussion, with in-house or contracted support for them. CISA Binding Operational Directive 26-02, Mitigating Risk From End-of-Support Edge Devices (February 5, 2026), covers edge devices: devices on the boundary of an agency’s network that are reachable from the public internet. It requires agencies to update supported devices running end-of-support software immediately; to inventory devices on CISA’s end-of-support edge device list within 3 months; to decommission listed devices and report to CISA within 12 months; to decommission every end-of-support edge device within 18 months; and, within 24 months, to keep a continuous discovery process and inventory and decommission each edge device by its end-of-support date. As of September 2026.
· The [System owner] shall not use an unsupported system component except under an exception that OMB Circular A-130, Appendix I, section 5.p, allows, approved by the authorizing official. (SA-22a)
· The [System owner] shall inventory the system’s edge devices, replace or decommission each one that is end of support, and report each decommission to CISA, by the deadlines BOD 26-02 sets. (SA-22a)
· From the directive’s 24-month deadline, the [System owner] shall decommission each edge device on or before its end-of-support date, as BOD 26-02 requires. (SA-22a)
System and Communications Protection (SC)
Denial-of-service protection (SC-5)
· The [System owner] shall ensure the system can [Select one: protect against; limit. Typical: protect against] the effects of the following types of denial-of-service events: [Fill in: types of denial-of-service events to be protected against or limited. Typical: network floods, protocol attacks and application-layer floods against internet-facing services]. (SC-5a)
· The [System owner] shall employ the following controls to achieve the denial-of-service objective: [Fill in: controls to achieve the denial-of-service objective by type of denial-of-service event. Typical: an upstream or cloud denial-of-service protection service for internet-facing services, rate limiting at load balancers and application gateways, and capacity that scales automatically]. (SC-5b)
Boundary protection (SC-7)
· The [System owner] shall monitor and control communications at the external managed interfaces to the system and at key internal managed interfaces within the system. (SC-7a)
· The [System owner] shall implement subnetworks for publicly accessible system components that are [Select one: physically; logically. Typical: logically] separated from internal organizational networks. (SC-7b)
· The [System owner] shall connect the system to external networks or systems only through managed interfaces consisting of boundary protection devices arranged in accordance with the organization’s security and privacy architecture. (SC-7c)
Federal systems
Federal civilian agencies secure their network connections under CISA’s Trusted Internet Connections (TIC) 3.0 program, which implements OMB M-19-26, Update to the Trusted Internet Connections (TIC) Initiative (September 12, 2019). TIC 3.0 is set out in CISA’s core guidance documents and use cases (as of September 2026).
· The [System owner] shall implement the system’s external connections in accordance with the agency’s TIC 3.0 architecture and the TIC 3.0 use cases that apply to the system. (SC-7c)
Cryptographic key establishment and management (SC-12)
· The [System owner] shall establish and manage cryptographic keys, wherever the system employs cryptography, in accordance with [Fill in: requirements for key generation, distribution, storage, access, and destruction. Typical: the requirements for key generation, distribution, storage, access and destruction in the encryption and key management standard]. (SC-12)
Cryptographic protection (SC-13)
· The [Chief Information Security Officer] shall determine the cryptographic uses for the organization’s systems, which include [Fill in: cryptographic uses. Typical: encryption in transit and at rest, digital signatures and authentication]. (SC-13a)
· The [System owner] shall implement the following types of cryptography for each cryptographic use: [Fill in: types of cryptography for each specified cryptographic use. Typical: NIST-approved algorithms in cryptographic modules validated under FIPS 140-3 (or FIPS 140-2 for existing systems)]. (SC-13b)
Federal systems
FIPS 140-3 (March 22, 2019) “is applicable to all Federal agencies that use cryptography-based security systems to protect sensitive information”, and modules validated under NIST’s Cryptographic Module Validation Program (CMVP) are considered to conform to it (sections 6 and 9). The CMVP’s FIPS 140-3 transition page sets the schedule for moving FIPS 140-2 validations to the Historical List in September 2026; modules on the Historical List remain supported for existing systems, but the standard notes that the Historical List “should not be used for procurement decisions” (as of September 2026).
· The [System owner] shall use cryptographic modules validated by the CMVP wherever the system uses cryptography to protect sensitive information. (SC-13b)
· The [System owner] shall select FIPS 140-3 validated modules for new systems and new purchases. (SC-13b)
Collaborative computing devices and applications (SC-15)
· The [System owner] shall prohibit remote activation of collaborative computing devices and applications, with these exceptions: [Fill in: exceptions where remote activation is to be allowed. Typical: none, except conference room equipment that support staff activate for maintenance with the room owner’s approval]. (SC-15a)
· The [System owner] shall ensure collaborative computing devices and applications give an explicit indication of use to users physically present at the devices. (SC-15b)
Secure name and address resolution service (authoritative source) (SC-20)
· The [System owner] shall ensure the system provides additional data origin authentication and integrity verification artifacts along with the authoritative name resolution data it returns in response to external name and address resolution queries. (SC-20a)
· When the system operates as part of a distributed, hierarchical namespace, the [System owner] shall ensure it provides the means to indicate the security status of child zones and, if a child supports secure resolution services, to enable verification of a chain of trust among parent and child domains. (SC-20b)
Secure name and address resolution service (recursive or caching resolver) (SC-21)
· The [System owner] shall ensure the system requests and performs data origin authentication and data integrity verification on the name and address resolution responses it receives from authoritative sources. (SC-21)
Architecture and provisioning for name and address resolution service (SC-22)
· The [System owner] shall ensure the systems that together provide name and address resolution service for the organization are fault-tolerant and implement internal and external role separation. (SC-22)
Process isolation (SC-39)
· The [System owner] shall ensure the system maintains a separate execution domain for each executing system process. (SC-39)
System and Information Integrity (SI)
Flaw remediation (SI-2)
· The [System owner] shall identify system flaws from vulnerability scanning and monitoring, vendor security advisories, assessments and incident analysis. (SI-2a)
· The [System owner] shall report identified flaws that affect the system to the [Security operations team] and record each in the system’s flaw tracking. (SI-2a)
· The [System owner] shall correct identified system flaws. (SI-2a)
· The [System owner] shall test software and firmware updates related to flaw remediation for effectiveness and potential side effects before installing them in production. (SI-2b)
· The [System owner] shall install security-relevant software and firmware updates within [Fill in: time period within which to install security-relevant software updates after the release of the updates. Typical: known exploited: as soon as possible, within days; critical and high: 30 days; moderate: 90 days; low: 180 days] of the release of the updates. (SI-2c)
· The [System owner] shall enter any security-relevant update that cannot be installed in time in the system’s plan of action and milestones, with a planned date and any compensating measures, before its installation time ends. (SI-2c)
· The [System owner] shall incorporate flaw remediation into the organization’s configuration management process, recording routine updates as standard changes and urgent updates as emergency changes. (SI-2d)
Federal systems
CISA BOD 26-04, Prioritizing Security Updates Based on Risk (June 10, 2026), sets remediation deadlines for federal civilian agencies by whether an asset is publicly exposed, whether the vulnerability is in CISA’s Known Exploited Vulnerabilities (KEV) catalog, whether exploitation can be automated, and its technical impact, from 3 days to “fix on system upgrade”. Its clock starts when CISA adds a vulnerability to the KEV catalog or the agency identifies it, whichever is first. It revoked BOD 22-01 and BOD 19-02. It does not apply to national security systems. As of September 2026.
· The [System owner] shall set the SI-2c installation times no longer than the deadlines CISA BOD 26-04 sets, and install security updates within those deadlines. (SI-2c)
Malicious code protection (SI-3)
· The [System owner] shall implement [Select one or more: signature-based; non-signature-based. Typical: signature-based and non-signature-based] malicious code protection mechanisms at system entry and exit points to detect and eradicate malicious code. (SI-3a)
· The [System owner] shall ensure malicious code protection mechanisms update automatically as new releases are available, in accordance with the organization’s configuration management policy and procedures. (SI-3b)
· The [System owner] shall configure malicious code protection mechanisms to perform periodic scans of the system [Fill in: the frequency at which malicious code protection mechanisms perform scans. Typical: at least weekly]. (SI-3c.1)
· The [System owner] shall configure malicious code protection mechanisms to perform real-time scans of files from external sources at [Select one or more: endpoint; network entry and exit points. Typical: endpoint and network entry and exit points] as the files are downloaded, opened or executed. (SI-3c.1)
· The [System owner] shall configure malicious code protection mechanisms to [Select one or more: block malicious code; quarantine malicious code; take [Assignment: organization-defined action]. Typical: block and quarantine malicious code] and to send an alert to [Fill in: personnel or roles to be alerted when malicious code is detected. Typical: the security operations team] when malicious code is detected. (SI-3c.2)
· The [Security operations team] shall review reported false positives, approve any scan exclusion with a documented reason and an expiry date, and record the effect of false positives on the availability of the system. (SI-3d)
System monitoring (SI-4)
· The [Security operations team] shall monitor the system to detect attacks and indicators of potential attacks in accordance with the following monitoring objectives: [Fill in: monitoring objectives to detect attacks and indicators of potential attacks on the system. Typical: detecting attacks, malware, unauthorized access, privilege misuse and data exfiltration]. (SI-4a.1)
· The [Security operations team] shall monitor the system to detect unauthorized local, network and remote connections. (SI-4a.2)
· The [Security operations team] shall identify unauthorized use of the system through [Fill in: techniques and methods used to identify unauthorized use of the system. Typical: log correlation in the security information and event management (SIEM) platform, endpoint detection and response, network intrusion detection and user behavior analytics]. (SI-4b)
· The [System owner] shall ensure monitoring capabilities are deployed strategically within the system to collect the essential information the monitoring objectives call for, including at the managed interfaces under SC-7. (SI-4c.1)
· The [System owner] shall ensure monitoring capabilities can be deployed at ad hoc locations within the system to track specific types of transactions of interest to the organization. (SI-4c.2)
· The [Security operations team] shall analyze detected events and anomalies, and refer suspected incidents to the [Incident response team]. (SI-4d)
· The [Chief Information Security Officer] shall adjust the level of system monitoring activity when there is a change in risk to organizational operations and assets, individuals, other organizations or the Nation. (SI-4e)
· The [Chief Information Security Officer] shall obtain a legal opinion on system monitoring activities before they begin and whenever they change significantly. (SI-4f)
· The [Security operations team] shall provide [Fill in: system monitoring information to be provided to personnel or roles. Typical: alerts and monitoring reports] to [Fill in: personnel or roles to whom system monitoring information is to be provided. Typical: the system owner and the incident response team], [Select one or more: as needed; [Assignment: organization-defined frequency]. Typical: as needed, and at least monthly]. (SI-4g)
Federal systems
OMB M-26-14, Ensuring Effective and Efficient Agency Logging and Network Visibility to Defend Against Evolving Cyber Threats (May 22, 2026), rescinded M-21-31. It directs agencies to prioritize two logging objectives, continuous event monitoring and threat hunting, investigation, response and forensics, for all information systems owned or operated by the agency or by third parties on its behalf, and to adhere to CISA’s Logging Reference Architecture (published August 20, 2026). Its Appendix B requires logs that support monitoring for suspicious activity identified by security tooling, known indicators of compromise and anomalous system or user activity, with automated alerts, and that are readily available to the agency’s top-level security operations center. It does not apply to national security systems. As of September 2026.
· The [System owner] shall ensure the system’s logs are readily available to the agency’s top-level security operations center, as OMB M-26-14 requires. (SI-4c.1)
· The [Security operations team] shall use the system’s logs to monitor for suspicious activity identified by security tooling, known indicators of compromise and anomalous system or user activity, and generate automated alerts for them, as OMB M-26-14 Appendix B requires. (SI-4a.1)
· In the event of a known or suspected compromise, the [Chief Information Security Officer] shall provide logs and other relevant data to CISA and the FBI on request, to the extent consistent with applicable law, as OMB M-26-14 requires. (SI-4g)
Security alerts, advisories and directives (SI-5)
· The [Security operations team] shall receive system security alerts, advisories and directives from [Fill in: external organizations from whom system security alerts, advisories, and directives are to be received on an ongoing basis. Typical: CISA, the vendors of the system’s components, and the organization’s information sharing and analysis center] on an ongoing basis. (SI-5a)
· The [Security operations team] shall generate internal security alerts, advisories and directives as deemed necessary. (SI-5b)
· The [Security operations team] shall disseminate security alerts, advisories and directives to [Select one or more: [Assignment: organization-defined personnel or roles]; [Assignment: organization-defined elements]; [Assignment: organization-defined external organizations]. Typical: system owners and system administrators, the security operations and incident response teams, and the service providers who operate systems for the organization, where an alert affects them]. (SI-5c)
· The [System owner] shall implement security directives in accordance with their established time frames, or notify the issuing organization of the degree of noncompliance. (SI-5d)
Federal systems
The Federal Information Security Modernization Act requires the head of each agency to comply with the binding operational directives and emergency directives the Secretary of Homeland Security issues under 44 U.S.C. § 3553(b) and (h) (44 U.S.C. § 3554(a)(1)(B)(ii) and (v)). CISA publishes them on its Cybersecurity Directives page; they do not apply to national security systems. As of September 2026.
· The [Chief Information Security Officer] shall track each CISA binding operational directive and emergency directive that applies to the agency, and ensure system owners complete its required actions and reports within the time frames it sets. (SI-5d)
Information management and retention (SI-12)
· The [System owner] shall manage and retain information within the system, and information output from the system, in accordance with applicable laws, executive orders, directives, regulations, policies, standards, guidelines and operational requirements. (SI-12)
· The [System owner] shall document the retention period and the authority for it for each type of information the system holds, drawn from the organization’s records retention schedule. (SI-12)
· The [System owner] shall dispose of information when its retention period ends, unless a legal hold or an approved extension applies. (SI-12)
Federal systems
The head of each federal agency must “make and preserve records containing adequate and proper documentation” of the agency’s functions (44 U.S.C. § 3101), and federal records “may not be alienated or destroyed” except under chapter 33 of title 44 (44 U.S.C. § 3314): that is, under records schedules approved by the Archivist of the United States, including the General Records Schedules the Archivist issues for records common to several or all agencies (44 U.S.C. § 3303a(d)). As of September 2026.
· The [System owner] shall retain and dispose of federal records in the system only as an approved agency records schedule or a General Records Schedule allows. (SI-12)
Supply Chain Risk Management (SR)
Supply chain risk management plan (SR-2)
· The [System owner] shall develop a plan for managing supply chain risks associated with the research and development, design, manufacturing, acquisition, delivery, integration, operations and maintenance, and disposal of [Fill in: systems, system components, or system services for which a supply chain risk management plan is developed. Typical: each system, including the components and services the criticality analysis (RA-9) identifies as critical and the external services the system depends on]. (SR-2a)
· The plan shall be a stand-alone document or a clearly identifiable section of the system security plan. (SR-2a)
· The plan shall state the supply chain risk tolerance it applies from the organization’s supply chain risk management strategy (PM-30), the supply chain controls selected for the system (SR-3), the process for evaluating and monitoring supply chain risk, how the plan is implemented and communicated, the justification for each mitigation measure, and the roles and responsibilities for each. (SR-2a)
· The plan shall list the system’s critical components and services and their suppliers, drawing on the criticality analysis (RA-9) and the component inventory (CM-8). (SR-2a)
· The authorizing official shall approve the plan and each significant change to it. (SR-2a)
· The [System owner] shall review and update the plan [Fill in: the frequency at which to review and update the supply chain risk management plan. Typical: annually, and at each life cycle milestone or gate review and each significant contracting action, such as a new contract, a renewal or a change of supplier for a critical component or service], and whenever threat, organizational or environmental changes require it. (SR-2b)
· The [System owner] shall protect the plan from unauthorized disclosure and modification by marking it, limiting access to those who need it, and controlling changes to it. (SR-2c)
Federal systems
OMB Circular A-130, Appendix I, section 4.c(4), requires agencies to develop supply chain risk management plans as described in NIST SP 800-161 to ensure the integrity, security, resilience and quality of information systems. Under the Federal Acquisition Supply Chain Security Act of 2018, 41 U.S.C. § 1326(a) and (b) makes the head of each executive agency responsible for assessing the supply chain risk posed by the acquisition and use of covered articles, including developing an overall supply chain risk management strategy and implementation plan and policies and processes, and integrating supply chain risk management practices throughout the life cycle of the system, component, service or asset. The subchapter terminates on December 31, 2033 (41 U.S.C. § 1328). Text checked in the United States Code, 2024 edition, as of October 2026.
· The [System owner] shall develop the system’s supply chain risk management plan as NIST SP 800-161 Rev. 1 describes, as OMB Circular A-130, Appendix I, section 4.c(4), requires. (SR-2a)
Establish SCRM team (SR-2(1))
· The [Chief Information Security Officer] shall establish a supply chain risk management team consisting of [Fill in: the personnel, roles, and responsibilities of the supply chain risk management team. Typical: a lead the Chief Information Security Officer designates, and representatives of information security, privacy, acquisition and contracting, legal counsel, information technology, the mission or business owners, and business continuity, each with the responsibilities the team charter assigns] to lead and support the following supply chain risk management activities: [Fill in: supply chain risk management activities. Typical: maintaining the supply chain risk management strategy and plans, setting the criteria for supplier assessments and reviewing their results (SR-6), reviewing acquisitions of critical components and services before award, coordinating the response to supply chain compromise notifications (SR-8), and tracking supply chain risks until they are resolved]. (SR-2(1))
· The [Chief Information Security Officer] shall document the team’s membership, roles, responsibilities and decision authority in a charter. (SR-2(1))
· The team shall meet at least quarterly, and whenever an acquisition or a supplier notification needs its review, and shall record its decisions. (SR-2(1))
Supply chain controls and processes (SR-3)
· The [System owner] shall establish a process to identify and address weaknesses or deficiencies in the supply chain elements and processes of [Fill in: the system or system component requiring a process or processes to identify and address weaknesses or deficiencies. Typical: each system and the components and services the criticality analysis (RA-9) identifies as critical] in coordination with [Fill in: supply chain personnel with whom to coordinate the process or processes to identify and address weaknesses or deficiencies in the supply chain elements and processes. Typical: the supply chain risk management team (SR-2(1)), the procurement office, and the designated supply chain contacts of the suppliers and contractors involved]. (SR-3a)
· The process shall draw on supplier assessments, supplier notifications, inspection results, security advisories, incidents, and changes in a supplier’s ownership, location or sources. (SR-3a)
· Each weakness or deficiency found shall be recorded in the risk register or the plan of action and milestones, with an owner, a response and a due date. (SR-3a)
· The [System owner] shall employ the following controls to protect against supply chain risks to the system, system component or system service and to limit the harm or consequences from supply chain-related events: [Fill in: supply chain controls employed to protect against supply chain risks to the system, system component, or system service and to limit the harm or consequences from supply chain-related events. Typical: the controls the supply chain risk management plan selects, including at least the supply chain terms of the acquisition security requirements standard (SA-4, SR-5), supplier assessments (SR-6), notification agreements (SR-8), inspection of components on receipt and after repair (SR-10), anti-counterfeit measures (SR-11) and controlled disposal (SR-12)]. (SR-3b)
· The [System owner] shall document the selected and implemented supply chain processes and controls in [Select one or more: security and privacy plans; supply chain risk management plan; [Assignment: organization-defined document]. Typical: the supply chain risk management plan, summarized and referenced in the security and privacy plans]. (SR-3c)
Federal systems
OMB Circular A-130, Appendix I, section 3.b(8), requires agencies’ information security and privacy programs to implement supply chain risk management principles to protect against the insertion of counterfeits, unauthorized production, tampering, theft, insertion of malicious software, and poor manufacturing and development practices throughout the system development life cycle. 41 U.S.C. § 1326(b)(2) includes integrating supply chain risk management practices throughout the life cycle of the system, component, service or asset in each agency’s responsibilities. Text checked in the United States Code, 2024 edition, as of October 2026.
· The [System owner] shall ensure the controls selected under SR-3b protect against the insertion of counterfeits, unauthorized production, tampering, theft, insertion of malicious software, and poor manufacturing and development practices throughout the system development life cycle, as OMB Circular A-130, Appendix I, section 3.b(8), requires. (SR-3b)
Acquisition strategies, tools and methods (SR-5)
· The [Chief Information Security Officer] shall employ the following acquisition strategies, contract tools and procurement methods to protect against, identify and mitigate supply chain risks: [Fill in: acquisition strategies, contract tools, and procurement methods to protect against, identify, and mitigate supply chain risks. Typical: the supply chain terms of the acquisition security requirements standard, including identification of the origin of critical components and flow-down to subcontractors; contract language prohibiting counterfeit or tainted components; purchase of hardware and software only from original manufacturers, their authorized distributors or resellers, or suppliers the supply chain risk management team has assessed; a supplier risk assessment before award as part of source selection for critical components and services; and tamper-evident packaging and tracked delivery for hardware]. (SR-5)
· The [Chief Information Security Officer] shall ensure each acquisition of a component or service that the criticality analysis (RA-9) identifies as critical is reviewed by the supply chain risk management team before award. (SR-5)
· The results of the system’s supply chain risk assessment (RA-3(1)) shall inform the strategies, tools and methods chosen for each such acquisition. (SR-5)
Federal systems
OMB Circular A-130, section 5.d(1)(a), requires agencies, when acquiring information technology, to analyze risks (including supply chain risks) associated with potential contractors and the products and services they provide, and to allocate risk responsibility between Government and contractor. Under 41 U.S.C. § 1323(c)(5) and (7), the Secretary of Homeland Security, the Secretary of Defense and the Director of National Intelligence may issue orders, on the Federal Acquisition Security Council’s recommendation, excluding sources or covered articles from executive agency procurement actions or requiring the removal of covered articles from executive agency information systems, and requires executive agencies to comply with those orders; 41 CFR 201-1.304 repeats the duty and sets out how an agency requests an exception. OMB M-26-05, Adopting a Risk-based Approach to Software and Hardware Security (January 23, 2026), requires agencies to develop software and hardware assurance policies and processes that match their risk determinations and mission needs, and lets them choose to use the Secure Software Development Attestation Form and contract terms requiring a current software bill of materials on request; it names CISA’s hardware bill of materials framework as a reference. Statute checked in the United States Code, 2024 edition, as of October 2026.
· The [Chief Information Security Officer] shall ensure each acquisition of information technology analyzes the supply chain risks associated with potential contractors and the products and services they provide, and allocates risk responsibility between the Government and the contractor, as OMB Circular A-130, section 5.d(1)(a), requires. (SR-5)
· The [Chief Information Security Officer] shall track the exclusion and removal orders issued under 41 U.S.C. § 1323(c)(5) that apply to the agency, ensure that procurement actions exclude the sources and covered articles they name, and ensure that system owners remove named covered articles from the agency’s systems, as 41 U.S.C. § 1323(c)(7) and 41 CFR 201-1.304 require. (SR-5)
· The [Chief Information Security Officer] shall apply the agency’s software and hardware assurance policy under OMB M-26-05 when choosing the strategies, tools and methods for each acquisition. (SR-5)
Notification agreements (SR-8)
· The [Chief Information Security Officer] shall establish agreements and procedures with the entities involved in the supply chain for the system, system component or system service for [Select one or more: notification of supply chain compromises; [Assignment: organization-defined results of assessments or audits]. Typical: notification of supply chain compromises, and the results of assessments or audits]. (SR-8)
· Each contract for a critical component or service shall require the supplier to notify the organization of a compromise or suspected compromise in its supply chain that may affect the organization’s systems, within the time the acquisition security requirements standard sets for incident notice. (SR-8)
· Each such contract shall require the supplier to establish notification agreements with the entities in its own supply chain that have a role in the critical component or service. (SR-8)
· The [Chief Information Security Officer] shall keep a current notification contact for each supplier of a critical component or service, and give each supplier the organization’s contact for supply chain notices. (SR-8)
· The [Incident response team] shall receive each supplier notification of a compromise and handle it under the incident response plan, with the supply chain risk management team identifying the affected systems and components. (SR-8)
Inspection of systems or components (SR-10)
· The [System owner] shall inspect [Fill in: systems or system components that require inspection. Typical: the components the criticality analysis (RA-9) identifies as critical, and any component that has been outside organization-controlled areas, such as for off-site repair or travel] [Select one or more: at random; at [Assignment: organization-defined frequency]; upon [Assignment: organization-defined indications of need for inspection]. Typical: before first use and annually thereafter, and upon indications of a need for inspection] to detect tampering. (SR-10)
· Each inspection shall check for physical tampering, such as broken seals, altered packaging, missing or mismatched labels and serial numbers, and signs a case was opened, and for logical tampering, such as firmware or software that does not match the version and the hash or signature the manufacturer publishes. (SR-10)
· Each inspection shall be recorded with the component, the date, who inspected it and the result. (SR-10)
· A component that shows signs of tampering shall be kept out of service and reported under the incident response plan (IR-6). (SR-10)
· Contracts with the suppliers, integrators and service providers of critical components shall require them to inspect those components for tampering, and to flow the requirement down to their subcontractors. (SR-10)
Component authenticity (SR-11)
· The [Chief Information Security Officer] shall develop and implement anti-counterfeit procedures that include the means to detect and prevent counterfeit components from entering the system. (SR-11a)
· Hardware, software and firmware shall be obtained only from the original manufacturer, its authorized distributors or resellers, or a source the supply chain risk management team has assessed and approved. (SR-11a)
· Each component shall be checked on receipt against the order and the manufacturer’s identifiers, such as part and serial numbers, labels and packaging. (SR-11a)
· Software, firmware and updates shall be verified by digital signature or the manufacturer’s published hash before installation. (SR-11a)
· A suspected counterfeit component shall be quarantined and kept out of the system until the investigation is complete, and shall not be returned to the seller before then. (SR-11a)
· A counterfeit component found installed in a system shall be handled as an incident under the incident response plan. (SR-11a)
· The [Chief Information Security Officer] shall report counterfeit system components to [Select one or more: source of counterfeit component; [Assignment: organization-defined external reporting organizations]; [Assignment: organization-defined personnel or roles]. Typical: the source of the counterfeit component, the original manufacturer and CISA, and the Chief Information Security Officer, the supply chain risk management team and the system owner]. (SR-11b)
Anti-counterfeit training (SR-11(1))
· The [Chief Information Security Officer] shall train [Fill in: personnel or roles requiring training to detect counterfeit system components (including hardware, software, and firmware). Typical: staff who receive, inspect, install or repair hardware, procurement staff who buy system components, and the supply chain risk management team] to detect counterfeit system components, including hardware, software and firmware. (SR-11(1))
· The training shall be part of role-based training (AT-3), completed before the person takes on the duties and annually thereafter. (SR-11(1))
· The training shall cover the organization’s anti-counterfeit procedures, how to recognize counterfeit or altered hardware, packaging and software, and how to quarantine and report a suspect component. (SR-11(1))
Configuration control for component service and repair (SR-11(2))
· The [System owner] shall maintain configuration control over [Fill in: system components requiring configuration control. Typical: all system components, including servers, network and security devices, storage devices and end-user devices] awaiting service or repair, and over serviced or repaired components awaiting return to service. (SR-11(2))
· A component awaiting service or repair, or awaiting return to service, shall be recorded in the component inventory with the status “under maintenance”, and kept in a controlled area or in the custody of an authorized person. (SR-11(2))
· A component sent off site shall be tracked by serial number from departure to return, with the maintenance log recording who had custody of it. (SR-11(2))
· Before a serviced or repaired component returns to service, it shall be checked against its inventory record, inspected for tampering (SR-10), and have its firmware and software verified and its secure baseline configuration restored (CM-2, CM-6). (SR-11(2))
· Contracts for component service and repair shall require genuine replacement parts from the original manufacturer or its authorized channel. (SR-11(2))
Component disposal (SR-12)
· The [System owner] shall dispose of [Fill in: data, documentation, tools, or system components to be disposed of. Typical: system components, media and devices that hold or have held organizational information, configurations or credentials; system, design and supply chain documentation, including shipping and delivery records; and development, test and maintenance tools] using the following techniques and methods: [Fill in: techniques and methods for disposing of data, documentation, tools, or system components. Typical: sanitization of storage by the method the media sanitization procedure sets for it (MP-6), removal of cryptographic keys, credentials and licenses, destruction of paper documentation by shredding or incineration, and transfer of hardware only to a disposal or recycling provider under contract that certifies destruction or recycling by serial number]. (SR-12)
· These techniques and methods shall apply whenever disposal happens in the life cycle, including during development, testing and maintenance. (SR-12)
· Each disposal of a component shall be recorded with the component’s identifiers, the method, who performed and verified it, the date, and the media sanitization record or the provider’s certificate. (SR-12)
· A component shall not be resold, donated or returned to a lessor or vendor unless its storage has been purged or destroyed as the Media Protection Policy requires and the [System owner] has approved its release. (SR-12)
Review and update
· The [Fill in: an official to manage the information security and privacy policy and procedures. Typical: Chief Information Security Officer] shall review and update this policy [Fill in: the frequency at which the current information security and privacy policy is reviewed and updated. Typical: annually] and following [Fill in: events that would require the current information security and privacy policy to be reviewed and updated. Typical: assessment or audit findings, security incidents or breaches, and changes in applicable laws, executive orders, directives, regulations, policies, standards or guidelines]. (XX-1c.1)
· The [Fill in: an official to manage the information security and privacy policy and procedures. Typical: Chief Information Security Officer] shall review and update the procedures that implement this policy [Fill in: the frequency at which the current information security and privacy procedures are reviewed and updated. Typical: annually] and following [Fill in: events that would require procedures to be reviewed and updated. Typical: the same events as the policy, and changes to the systems, tools or services the procedures describe]. (XX-1c.2)
Federal systems
For federal information systems, this policy also carries out the agency’s information security responsibilities under the Federal Information Security Modernization Act of 2014 (44 U.S.C. § 3554, Federal agency responsibilities) and OMB Circular A-130, Appendix I, Responsibilities for Protecting and Managing Federal Information Resources.
· Where the agency’s organization-wide policy sets a value for a parameter in this policy, each system shall use that value or a stricter one. (XX-1a.1(b))
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